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The management of information security operations is a complex task,
especially in a cloud environment. The cloud service layers and multi-
tenancy virtual architecture create a complex environment in which to
develop and manage an information security incident management and
compliance program. This paper presents a novel security operations center
(SOC) framework as a service for cloud service providers and customers.
The goal is to protect cloud services against new and existing attacks as well
as comply with security policies and regulatory requirements. The SOCaaS
design is based on multi-governance and defense in depth models and fits
within the multi-tenancy cloud services. A SOCaaS provider is a trusted
entity that collects event and system logs from cloud systems to ensure
proactive incident management and compliance with regulations. The
proposed approach provides better managed services for customers wanting
to outsource their information security operations to attain reliable,

Cloud Governance. transparent, and efficient cloud security and privacy.
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1. INTRODUCTION

Cloud computing resources are delivered on-demand as a service for customers over the internet.
They can be constructed from multiple interconnected components such as virtualized hardware, operating
systems, services and tools, platform components, and customizable software application [1]. This increases
the complexity of cloud security services and their management. Thus, new techniques must be developed to
provide efficient and reliable security for cloud computing environments [2].

When cloud computing service models were first developed, the focus was on performance,
convenience, on-demand deployment, and functionality. Conversely, topics such as confidentiality, integrity
and availability (CIA) were given low priority [3]. However, in [4] the authors show that there are significant
costs associated with cyber attacks due to lost productivity, revenue and customer trust. In addition, a survey
on the global state of information security [5] found that the financial losses, and lost intellectual property
and company reputation as a result of cyber attacks can be substantial. Table 1 shows the results of a 2011
survey of 450 senior IT and business decision-makers on cloud adoption and trends by the Cloud Industry
Forum (CIF) [6]. This shows that the top 4 issues in the cloud environment are data security at 64%, data
privacy at 62%, and cloud availability and reliability.
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Cloud services are delivered via the internet and are accessible anywhere, anytime. Thus these
services are open to cyber attacks. In this paper, a security operation centre as a service (SOCaaS) is
proposed for cloud service providers and customers to provide information security assurance and event
management. It is based on the aggregation of events and logs from cloud security devices and systems. The
infrastructure layer as a service (laaS), platform layer as a service (PaaS), and software layer as a service
(SaaS), typically have security devices deployed by the cloud provider. For example, a security device for
intrusion detection and prevention can be embedded in each cloud layer [7]. It is expected that service
providers will employ multiple security devices such as firewalls, identity management, proxy servers,
antivirus software, encryption devices, and network analyzers. These security devices report events to the
SOCaaS as the main source of data. The events are stored in a relational database for threat detection and
analysis purposes. Events are gathered via SOCaaS system agents deployed in each cloud security device.
The SOCaaS system aids cloud service providers in improving the reliability, performance, and accuracy of
their security devices. The long term goal of SOCaas is to support business and government organizations in
migrating their application software, operating system platforms, and infrastructure to robust and secure
cloud computing environments.

Table 1. Cloud Industry Forum Cloud Adoption and Trends Survey 2011 [6]

What are your most significant concerns, if any, about the adoption of
cloud in your business?

Only asked of respondents who either currently No. employees

use cloud or will do at some point in the future Total Fewer than 20 20-200 More than 200
Data security 64% 62% 61% 68%
Data privacy 62% 68% 61% 60%
Dependency upon internet access 50% 53% 58% 42%
Confidence in the reliability of the vendors 38% 32% 38% 41%
Contract lock-in 35% 30% 43% 30%
Cost of change/migration 32% 27% 35% 33%
Contractual liability for services if SLA’s 31% 16% 38% 33%
are missed
Confidence in knowing who to choose to 28% 27% 29% 28%
supply service
Confidence in the vendors business 24% 16% 25% 26%
capability
Confidence in the clarity of charges (ie will 22% 16% 26% 21%
they be cheap on-prem)
Lack of business case to need cloud service 21% 1% 27% 22%
Base 323 73 12 95

The SOCaaS framework developed here is based on information security management [8], and
computer security [9] models, both of which are described in detail in the next section. In addition, this
framework conforms to the recommendations outlined by the Cloud Security Alliance (CSA) in category#7
[10]. CSA category#7 provides guidelines on the design and deployment of information security and event
management services for cloud based networks, infrastructure and applications.

2. THE SOCaaS CONCEPT
The SOCaaS information security management model employs the best practices recommendations
described below:
e Information Security Management Model [8]

The SOCaaS framework is based on an information security management model where multiple
system components are connected to all security devices in the cloud provider infrastructure and
application domain. These devices are managed based on a predefined set of rules and policies shared
with and agreed upon by the cloud customers. The SOCaaS obtains logs in the cloud provider domain,
analyses, and correlates them in order to detect threats and predict uncertain events.
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e The Cloud Security Model

Straub [9], proposed a computer security model which is based on deterrence theory adopted from the
discipline of criminology [11]. This security model has three layers. Within the SOcaaS framework,
the first layer is a deterrents layer which employs policies defining acceptable and unacceptable
behaviour in the cloud environment. Figure 1 shows this as the first layer on the left, with the other
layers being prevention and detection of cloud abuse. The second layer prevents violations of rules
and policies and cloud abuse. The third layer detects any deviations from these rules and cloud abuse
through continuous monitoring and system audits. The goal is to discourage abuse of the system.
Cloud abuse is defined as unauthorized and deliberate misuse of the cloud infrastructure by
individuals and/or processes.

Deterrents Prevention Detection
Cloud Contemplated Cloud Attempted Cloud Successful Cloud Undetected
Abuse Abuse Abuse Misuse
Cloud Unattempted Cloud Unsuccessful Cloud Discovered
Abuse Abuse Abuse

Figure 1. The cloud computer security model.

3. RELATED WORK

Establishing a security operations centre (SOC) in a cloud environment is a new approach to
providing information security and event management to cloud services. The Cloud Security Alliance (CSA)
[2] professionals and researchers have introduced the concept of Security-as-a-Service (SECaaS) to cloud
services. They developed a set of requirements, and discussed implementation considerations and concerns.
However, the recommendations provided did not specify a specific model to implement SOC in a cloud
computing environment.

Probst et al. [12] suggested an automated evaluation of cloud security mechanisms and their
efficiency. The focus was on evaluating access control and intrusion detection systems, which is just a part of
the overall cloud risk management and assessment process. Further, their approach is limited to the cloud
computing infrastructure.

In [13] the authors discussed the suitability of security-as-a-service (SaaS) for critical cloud
information infrastructure services. They proposed a model to integrate traditional security solutions into a
cloud infrastructure. However, their model only provides a high level description and does not provide any
details of the implementation of the SOC in the cloud infrastructure or application layer.

Marty [14] presented a cloud logging framework and guidelines to provide a proactive approach to
logging. This approach provides proactive information and system logging to ensure that the data needed for
forensic investigation is available. While this is considered a main component of a SOC, it is limited to post
event and reverse engineering analysis.

SOCaaS: Security Operations Center as a Service for Cloud Computing (Fahad F. Alruwaili)
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In [15], the authors introduced SECaaS using a service oriented architecture (SOA) to allow cloud
customers to have more control over hosted services. A user-centric approach was employed to allow users to
choose security services and monitor the status of their applications and data in the cloud environment.
However, their architecture is limited to access control settings and some security settings in the chosen
cloud service model (laaS, PaasS, or SaaS).

Montesino et al. [16] reviewed security controls recommended by known standards such as ISO/IEC
27001 and NIST SP 800-35. They determined that 30% of the controls can be automated. They proposed a
security information and event management (SIEM) framework to automate these security controls. They did
not consider the application of their framework to the multi-layer/multi-tenancy architecture of a cloud
computing environment. Further, 70% of the security controls are excluded which may leave the cloud
environment vulnerable to attack.

4. OBJECTIVES

The aim of this paper is to devise a robust cloud security information and event management
system. The SOCaasS is based on the aggregation of events from cloud security devices and applications. The
collected events and system logs will be analyzed against an up-to-date cyber intelligence database to
identify matching or relevant patterns. The SOCaaS oversights the security devices provided by cloud service
suppliers. Periodic reports will be distributed to provide in depth comments and reports based on an analysis
of this data, Forensic investigation should be conducted to identify threats affecting the cloud
provider/customer. Note a single security device (e.g., a firewall), has limited information and thus may fail
to detect and/or prevent cyber attacks. The goal here is not to expose deficiencies in the internal information
security management of a cloud provider, but rather to leverage best practices in security operations and
event management within the cloud community.

It is assumed that cloud service providers will allow the SOCaaS provider to deploy SOCaaS agents
in their security devices for the purposes of collecting system events. It is also assumed that cloud service
providers will allow the SOCaaS system to respond to an event that might require a change in a security
device. The advantage for providers is an increase in public trust, service quality, and cloud service adoption.
This is achieved by allowing customers to employ SOCaaS to oversee their hosted cloud services and provide
real time security assurance.

5. SECURITY OPERATION CENTRE AS A SERVICE (SOCaaS)
This section first provides a definition of cloud events, the SOCaaS operational process is then
disccused, and finally the proposed SOCaaS framework is described .

a. Event Definition
Cloud events can be classified into the following categories:
- Violation of compliance policy: detection of a violation of a defined set of rules (e.g. a user used a

128 bit encryption link instead of a 256 bit link to access a given cloud resource).

- System configuration change: an alert of a change in the configuration settings of cloud servers,
applications, software, storage, or network components (e.g., auto-backup has been rescheduled
from daily to once a week which can be a normal or unacceptable change based on the rules in the
SOCaasS event database and/or the cloud security device/system).

- Service vulnerability: detection of a weakness in a cloud service that has been exploited to gain
unauthorized access.

- Compromised identity: detection that personal information has been misused and/or stolen. (e.g.
the credentials of a cloud user with access from a given location are used to access cloud services
from a different location).

- Data breach: detection of a disclosure and/or data leak (spill) of sensitive, protected, or
confidential cloud information by an unauthorized individual or process.

- User Activity: detection of user access to unauthorized virtual resources or has logged in a
prohibited hours. Events can be triggered if a user exceeds his/her network or processing defined
utilization permit. In addition, events can be triggered if a user tried to install unauthorized
software application.

- Attacks: detection of a network attack such as distributed denial of service (DDoS), or web based
attack such as SQL injection.
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- Malware infection: detection of malware such as a virus, worm, or Trojan that slows cloud
applications, corrupts system files, consumes cloud storage by self-replicating, or installs a
backdoor for unauthorized access.

The event categories above are non-exhaustive. Detailed event definitions, categorization, and
prioritization, must be developed and agreed upon by the cloud customers, service providers, and SOCaaS
monitoring entity.

b. SOCaaS Operational Process

The key to an effective security operations centre is the event detection and analysis timeframe (i.e.,
time to detect, analyz, and repond). The faster the detection and analysis process, the better and more
effective the SOCaaS system will be. The number of false positive and false negative events should also be
kept low to ensure SOCaaS detection accuracy.

Figure 2 presents the timeline from event detection to response decisions, event research and
analysis, and reporting. For example, the SOCaaS system detects a distributed denial of service (DDoS)
attack against cloud customer ‘A’, which is a web server. After the initial correlation analysis, the system
responds to block all active connections initiating the DDoS attack. If needed, the system can annotate the
event for further investigation. Then the advanced event research and forensic analysis traces back to the
origin of the attack. Finally, the corresponding patterns are used to update the system threat database, and the
final report is distributed.

sResponseis
made based on

Initial research predefined set

of the detected of actions .:\;jev:tnrceesearch
Event eventagainst =B eReporting :
Detection up-to-date ' ' eEvents with *Forensics
threat/incident S A analy5|?
Database investigation is *Reporting
sent to Event
Analysis

Figure 2. The SOCaaS operational process timeline.

c. SOCaaS Framework

The proposed Security Operation Centre as a Service (SOCaaS) framework is designed to provide
comprehensive information security and event management for all cloud devices and applications. The
correlation of all events and logs aggregated from all the security devices increases the likelihood of
detecting and preventing attacks and threats compared to events and logs aggregated from one or few
devices. This framework not only provides comprehensive cloud protection but also, assists in enforcing
compliance and policy requirements. On demand event reports are provided for auditors from cloud service
providers and customers in order to assess the process. Compliance and audit reports can also be used by
external auditing agencies to verify adherence to regulatory standards and requirements, and for certification
purposes. Law enforcement agencies can use these reports when events are classified as criminal (e.g.,
identity theft, credit card fraud, investment fraud, and phony eServices) [17].

The SOCaaS framework consists of nine modules which are described in the following sections.

System Agent (SA)

The system agent (SA) is a virtual application installed in-line with cloud services and/or a hardware
appliance placed in front of or behind a physical server, network component, i.e., firewall, IDS/IPS, identity
management, routers and switches, and storage controllers. The SA is responsible for monitoring and
capturing logs (e.g., system logs, application logs, user profile and activities, security logs, and directory
service logs), and sends them in real time to the system event management (SEM) module.

SOCaaS: Security Operations Center as a Service for Cloud Computing (Fahad F. Alruwaili)
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The SA can perform certain changes to the security device as a response to an event. Therefore, the
SA must have system level privileges to manage the security devices and applications. The SA is flexible in
the sense that it can be configured to filter unwanted traffic or processes. However, it is light in the sense that
it has no impact on the performance and availability of the cloud security devices.

ii. System Agent Manager (SAM)
The system agent manager (SAM) is responsible for the deployment, maintenance, and discharge of
SA agents in the cloud infrastructure and software. It also manages SA agent configuration settings and
monitors the connectivity between an SA and SEM.

iii. System Event Managment (SEM)
The system event management (SEM) collects, correlates, and analyzes events and logs from the
security devices, system and applications, and respond accordingly. The SEM has the following components:
- Events and Logs Database (ELD):

The events and logs database (ELD) acts as a repository for all events and logs sent by the system
agents. It is updated in real time and has a mirrored ELD backup as a contingency in case of
failure.
Events are categorized (e.g. based on defined rules), and stored in a suitable format based on a
unified taxonomy. This allows analysts to easily retrieve and group events based on their
category.

- Event Correlation (EC):
The event correlation (EC) module is a key system component as it is used to detect events not
previously noticed. It uses the information stored in the ELD to derive meaningful results. The
correlation results are evaluated against an event knowledge base (EKB) to identify relationships
and detect threats. For example, an event in the ELD that a cloud user attempted to log into a
cloud web server more than five times could correspond to a ‘brute force’ login attack in EKB.

- Event Knowledge Base (EKB):
The event knowledge base (EKB) is an online threat knowledge base for cloud providers and the
customer infrastructure, platforms and software services. It preserves data from previous known
and zero day events. The EKB is shared globally among cloud providers, antivirus vendors, and
research institutions to maintain the highest level of cloud security. It contains symptoms that
match certain event(s) along with the recommended countermeasures and/or responses.

- Event Analysis (EA):
The event analysis (EA) module allows security analysts to perform advanced research on events.
Some events need further explanation and investigation to provide additional details. Other events
require long periods of time (e.g., days or weeks) before launching an attack. Therefore, advanced
analysis and correlation functions can be employed to understand the source and motivation of
certain event.

iv. Event Response (ER)

The event response (ER) module provides appropriate responses according to predefined rules.
Typically, requests are sent automatically to the SAs to configure the cloud devices according to the
recommend countermeasures. In the case of an event that needs in depth analysis, an analyst will determine
the response the first time, and add this action as a response for similar events in the future.

V. Integration Agent (1A)

The integration agent (IA) ensures the operational compatibility of any legacy cloud security
devices with SOCaaS system. Any security system, device, or application not integrated with the SOCaaS
system does not participate in the event generation, detection, and analysis process. In fact, this can pose a
threat to cloud services since any attack or compromise to that device or system will virtually be undetected.
Thus, it is essential that the integration agent be used during the development process and prior to cloud
customer platform migration to the cloud.

Vi. Compliance and Audit Checking (CAC)
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The compliance and audit checking (CAC) module regularly checks for compliance with security
policies to ensure they are enforced and operational. The CAC continuously scans all security devices and
reports any events deemed to be non-compliant with regulatory requirements and customer SLA agreements.
For example, if a cloud customer is hosting an online payments system, it must ensure the cloud provider
complies with payment card industry data security standards (PCI-DSS) [18].

vil. Security Assessment (SAsS)

The security assessment (SAss) module determines what risks are inherent to which cloud assets. As
part of the security assessment, vulnerability and stress assessments are conducted regularly on every cloud
system or service to determine its survivability against any a malicious event. This process is done for both
existing cloud services and services under development. The SAss is an automated periodic assessor. It
ensures that the necessary cloud security controls are adequately integrated into each cloud service of every
customer as per SLA and regulatory requirements.

viii. Physical Security Monitoring (PSM)

The physical security monitoring (PSM) module enables cloud customers to monitor their critical or
sensitive information processing facilities. It enables the SOCaaS system and cloud customers to measure the
readiness of the facility to an emergency event (i.e., electrical failure, communication failure, temperature
and ventilation failure, fire, and floods), as per recovery requirements. The PSM is connected to the physical
access controls and sensors such as motion detectors to document unauthorized individuals entering a
facility.

iX. Reporting

Reporting is integrated into every SOCaaS module given above. All event reports are aggregated to
the central reporting module. The correlation of these reports provides a representation of all phases of the
events. It also provides event summaries with forecasts to assist management personnel in making informed
decisions on future projects.

Cloud customers and service providers can be granted access to the reporting module based on
contractual agreements. Law enforcement authorities can also access reports and forensic analysis if criminal
activity has occurred.

Every connection between the SOCaaS system and a service provider domain is encrypted using
encryption keys of a suitable length. For instance, events sent from an SA to the ELD are encrypted using a
virtual private network (VPN), i.e., point to point tunnelling protocol (PPTP) and IP Security (IPSec)
protocol configuration. The Traffic between the SOCaaS system and a cloud provider must be protected
against unauthorized interception and attacks such as a man-in-the-middle attack which can result in the
systems being compromised.

6. DISCUSSION

In this section, we discuss the advantages of the proposed SOCaaS framework and how it achieves
the objectives identified in Section 4.

The proposed framework improves the ability of a cloud organization to rapidly detect, analyse, and
respond to malicious events. It can also assist in ensuring cloud providers and customer cloud security event
management and meet regulatory compliance requirements. This system also provides information which can
aid in making informed decisions on future software, applications, and infrastructure development.

The SOCaaS system can be operated by a trusted third party to manage cloud provider security
devices and appliances. The trusted SOCaaS party will possess the best practices in operating and supporting
different security operation centre platforms. This provides the security assurance and transparency
demanded by cloud customers. Delegating a third party to monitor and manage cloud provider security
systems encourages cloud providers to increase investment in service functionality and security [19]. The
SOCaaS entity operating as a business interest will invest in well trained security personnel and adopt
established SOC operational and analytic procedures. These procedures will be aligned with cloud provider’s
and customer’s business requirements. It should also establish an organizational relationship and have regular
meetings with cloud service providers and customers. This facilitates productive discussions and information
sharing which can aid in updating service level agreements and regulatory compliance requirements. It can
also support customer software development and vulnerability assessment.

The proposed framework combines people (i.e., SOC managers, security engineers, event analysts,
and security system and device administrators), SOC platforms (i.e., event management technology),
processes and procedures to provide event monitoring, detection, correlation, and response to all cloud

SOCaaS: Security Operations Center as a Service for Cloud Computing (Fahad F. Alruwaili)



106 a ISSN: 2089-3337

security events. Physical surveillance is also incorporated. An important advantage of SOCaaS is that it can
detect malicious events that a single information security application or one layer of security devices may fail
to recognize. Monitoring of all cloud services and processes through the collection of cloud security system
events and logs enables efficient and effective event analysis and response on a 24/7 basis.

The approach presented in this paper complements existing cloud security systems. Different from
existing solutions, the proposed SOCaaS framework is the first to employ a multilayer security model in
order that fits with the cloud multi-tangency model, i.e., the fundamental architectural aspect of cloud
computing services. It incorporates all security devices in the cloud provider domain. The integration agent
ensures security devices are compatible with the SOCaaS SEM module. All cloud security systems (i.e.,
physical and virtual security devices and applications), participate as the main sources of data for the
SOCaaS system, thus ensuring cloud data assurance.
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Figure 3 The System Operations Center as a Service (SOCaaS) system architecture.
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7. CONCLUSION

Adopting proper cloud security information and event management (SIEM) is essential to the
success of cloud service providers’ and customers’ information assurance. The number and sophistication of
malicious events will surely increase. Therefore, it is critical that information security practitioners and
researchers contribute to solving cloud information security and privacy issues [20-22].

The proposed SOCaaS framework is based on a multi-layer security model which fits the
architectural complexities of a cloud environment. This framework enables trusted entities to establish a
security operation centre (SOC) to monitor and manage cloud service provider security appliances,
applications, and software. In accordance with cloud customer SLA, policies and regulatory requirements,
the SOCaa$S framework provides security assurance for critical and sensitive cloud services. It is based on the
correlation of events collected from security devices with an event and threat intelligence database. This
correlation along with advanced event analysis and forensics assists in detecting and protecting against
threats to the cloud systems. The ongoing risk assessment to cloud assets ensures security controls are in
place to withstand any external or internal threats. Detailed reporting and event summaries with are
delivered to all personnel, including management, to aid in making informed decisions.

The Federal Risk and Authorization Management Program (FedRAMP) recently proposed
legislation to force cloud service providers to undergo third party assessment organization (3PAQ)
evaluation. This is required to meet the minimal security requirements outlined by the Federal Information
Security Management Act (FISMA) [23-26]. This legislation will encourage cloud service providers to invest
in a secure and reliable cloud infrastructure. We predict that organizations providing security assessment and
security operations will be established in the near future. The proposed framework will increase customer
confidence and trust in adopting cloud services as it will reduce losses (of data, monetary, and reputation),
and increase the return on information security investment (protecting cloud services against known threats
and unforeseen events).
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