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Malicious QbJECtS Therefore, the cloud computing is a greatest challenge of information system,
Trustworthiness but the main challenge in the cloud computing is the data security and
Cloud Computing protection to the users. Therefore, the implementation of the cloud
computing architecture must be ensured about the security of its resource
nodes. This manuscript describes about a new model based on the Lakota-
volterra equation known as Predator-Prey Model which predicts the
trustworthiness of the cloud. It will basically ensure the degree of the security
of resource nodes in a cloud environment which helps to take the decisions
about the upgrade of the counter attack measurements.
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1. INTRODUCTION

Understanding the risks of the security and privacy in the cloud computing environment [1, 2, 3] and
developing efficient and effective solutions for it is really a difficult task. Confidentiality, integrity and
availability are widely used terminology for security issues in cloud computing environment means that the
user’s data in the cloud should remain confidential and protected from unauthorized access. But attackers/
hackers are often breaking the security barriers and use network node or network traffic to access the
confidential data [4, 5, 6]. They use various types of attacks to exploit vulnerabilities in the network.
Therefore, it is important to predict and detect the malicious activities.

Cloud-based network as depicted in figure-1 is one of the most popular networks in the present
society. It requires an Internet connection and work over any physical infrastructure with numbers of
computer nodes. In simple words cloud computing can be defined as a distributed computing environment
that enables the users to access and exchange their resources (applications and data) remotely and provides
services to use the remote hardware and software within a network without the knowledge of technological
infrastructure[7, 8].
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Figure 1. Cloud environment.

Cloud computing can be implemented by the concepts of public clouds, private clouds, and hybrid
clouds. The data in the cloud nodes is stored based on the cloud deployment models i.e. public clouds, private
clouds and hybrid clouds and cloud service models shown in figure-2 such as Infrastructure as a Service
(1aaS), Platform as a Service (PaaS) and Software as a Service (SaaS) [9, 10, 11].

Cloud Computing Models
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Figure 2. cloud computing models.

A node in the cloud environment stores the data and information and gives the user a platform to use
the application in the form of services. Therefore, there is a significant possibility of intrusions or attacks to
occur in the cloud based applications.

An attack is define as an external force by which the nodes existing in one state transfers into other.
Based on the attacks in the cloud environment the nodes are classified in different types.Vulnerable/exposed
nodes are the nodes those can be exploited by the malicious attacks. Some vulnerable nodes on which attacks
are carried out but still they cannot help in propagation of infection are called attacked nodes. Some of them
are the infected nodes and help in propagation of infection known as infectious nodes which is the most
hazardous category [12, 13, 14]. The recovered nodes from the infectious category and having no infections
are called as non-infectious nodes. Therefore, it is better to predict infectious nodes in the network. It can be
predicted from the attack history or from the vulnerability analysis of the network which requires a
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considerable efforts and use of resources. The trustworthiness in a cloud based network is a concept that
encompasses not only security but also safety, survivability of its nodes and other properties that guarantee a
network will behave as expected. In a network no of infectious nodes will be minimized then the network is
worthy and being trusted [15]. Therefore, a prediction method can help to fix the suspected domain to check
the infectious nodes. In the present manuscript it is achieved by the help of Predator-Prey Model [16, 17]. A
small predator population in the midst of plentiful prey eventually outgrows its food source, which eventually
contracts by being eaten, the two populations cycling through boom and bust, 90 degrees out of phase with
each other.

The details of this model are worth exploring. The prey is assumed to enjoy an unlimited food
supply and will grow at a rate proportional to its population, less a rate at which it gets eaten. The rate at
which it gets eaten is assumed proportional to both its own population and the predators’ population. The
predator dies at a rate proportional to its population, unless it is fed, in which case we add a growth rate
proportional to both its population and the population of prey [18, 19, 20, 21, 22].

The Predator-Prey Model can be understood by considering the growth of rabbits in the present of
foxes in the jungle. If there is an infinite food supply, the rabbits would live happily and experience
exponential growth. On the other hand, if the foxes were left with no prey to eat, they would die faster than
they could produce, and would experience exponential population decline. A similar analogy to the Predator-
Prey Model can be used to predict the growth of a malicious attack in the cloud based Networks.

In the current manuscript there are three more sections to explore the complete Predator- Prey model
in the cloud as section-I1: Terminology used, Section-I11: Model, Section-1V: Modeling of dynamics of single
population i.e. Exposed Computer Nodes (ECN) in cloud, Section-V: Modeling of dynamics of both
populations i.e. Exposed Computer Nodes (ECN)and Infectious Computer Nodes, Section-VI: Explanatory
points of the proposed model, Section-VI: Some Numerical Simulations and Section VII: Conclusion.

2. TERMINOLOGY USED

x=Number of Exposed Nodes in cloud i.e. prey

y=Number of Infectious Computer Nodes in cloud i.e. predator

a =Coefficient of intraspecific competition.

[ =Per-capita rate of predation of the predator.

v =Death rate of predator.

& =The product of the per-capita rate of predation and the rate of conversing exposed computer

nodes into infectious computer nodes

1 =Y/8

Ho= /P

dx/dt=Growth rate of infectious computer nodes in cloud i.e. Prey

dy/dt =Growth rate of exposed computer nodes in cloud i.e. Predator
3. MODEL

In this section, it is explained the results of research and at the same time is given the
comprehensive discussion. Results can be presented in figures, graphs, tables and others that make the reader
understand easily [23, 24, 25, 26]. The discussion can be made in several sub-chapters.

a. Initially, very few infections and hence recovery rate will be less.
b. Gradually, the infections increased and hence the recovery rate will be increased.
c. After some time an equilibrium state will be achieved in between recovery rate and infections by

Malicious attacks in the cloud network.
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2t falicious
Software

-~

Exposed Infected
Computer Modes Com puter Nodes
e, Prey (x) ie, Preydator (y)
Iritial

MAalicious dx/d

Attack

Prediction of Trustworthiness in the Cloud Computing Environment using Predator-Prey Model (S.B.Dash)



340

a ISSN: 2089-3337

Figure 3. Preydator-Prey Model for cloud based Network

In the present scenario prey is Exposed Computer Nodes (ECN) in cloud and Predator is Infectious

Computer Nodes (ICN) in cloud. Hence, in the text the Predator-Prey model states that-

ECN rises to a constant number of amounts per unit of time as new nodes are added to the network;
In other words, there are no other factors limiting ECN population growth apart from predation.
Each ICN infects a constant proportion of the ECN population per unit of time; In other words,
doubling the ECN population will double the number infected per ICN, regardless of how big the
ECN population is.

ICN reproduction is directly proportional to ECN consumed; another way of expressing this is that a
certain number of ECN consumed results in new ICNs.

A constant proportion of the ICN population dies per unit of time. In other words, the ICN death rate
(approaching to non-recoverable state) is independent of the recoverable process as there are other
means like hardware failure or power failure.

Above mentioned situation (Figure-3) can be better represented by Lokta-Volterra equations also known as
the Predator-Prey equations. They evolve in time according to the following pair of equations-

dx/dt=x(a-By) (1)
dy/dt=-y(y-6x) 2
Where,

X is the number of number of Prey i.e. exposed computer nodes in cloud to the malicious attacks.

y is the number of some Predator i.e. infected computer nodes in cloud which are ready to spread
the infection to other healthy computer node.

dx/dt and dy/dt represents the growth rate of the two populations i.e. infected computer nodes and
exposed computer nodes respectively.

a is a coefficient of intraspecific competition.

B is per-capita rate of predation of the predator.

v is death rate of predator.

and 9§ is the product of the per-capita rate of predation and the rate of conversing exposed computer
nodes into infectious computer nodes

Equation-1 and equation-2 can also be written as follows-

dx/dt=(1-y/n_2)x 3)
dy/dt=-(1-x/p_1)y (4)
In equation-4 the extra minus sign distinguishes the predators from the prey. Note if x is zero, then

dy/dt=-y (5)

and the predators are in trouble. But if y ever become zero, then

dx/dt=x

(6)

and the prey population grows exponentially.

4. MODELLING OF DYNAMICS OF SINGLE POPULATION I.E. EXPOSED COMPUTER
NODES (ECN)IN CLOUD.

@ f\ p( ECN @

Repro of ECH vig AMS

M alicious Attack

ICN
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Figure 4. Model diagram of dynamics of single population i.e. ECN

In a cloud based network ECN can be reproduced by adding new nodes and the ICN can be
recovered by the help of Anti Malicious Software (AMS). Another aspect is here the predation which affects
the ECN populations as shown in figure-4. In this situation the exposed computer nodes grow exponentially
as shown in figure-5.

ECN-»

Figure 5. ECN grows exponentially

5. MODELING OF DYNAMICS OF BOTH POPULATIONS I.E. EXPOSED COMPUTER
NODES (ECN) IN CLOUD AND INFECTIOUS COMPUTER NODES

Repro of ECN vigiAlh edation

> = L/

Repro of ICN Throush
attackvia AMS Deathof ICN (Approaching in
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:

Figure 6. Model diagram of dynamics of both populations i.e. ECN and ICN

This reflects the assumption that the ICN reproduction is proportional to rate of predation on the
ECN as depicted by figure-6. In this case the ECN and the ICN compartments cycle, with the ECN
population crashing as the ICN population increases, followed by a crash in the ICN population as shown by
figure-7.

Prediction of Trustworthiness in the Cloud Computing Environment using Predator-Prey Model (S.B.Dash)
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Figure 7. ECN population crashing as the ICN population increases, followed by a crash in the ICN
population

6. EXPLANATORY POINTS

The Lotka-Volterra model for cyber attacks and defense consists of a system of linked differential
equations that cannot be separated from each other and that cannot be solved in closed form. Nevertheless,
there are a few things those can help to understand the model as follows-

Explanatory point-1.: A Lotka-Volterra Predator-Prey model is described by:

dx/dt = 0.2x — 0.0025xy
dy/dt = —0.1y + 0.002xy

where x and y are the populations of exposed computer nodes and infectious computer nodes in the cloud
environment respectively, at time t. In this scenario the equilibrium points of the system can be located and
classified by the point (0,0) as the saddle point with the point (50, 80) as centre.

Explanatory point-2: Assume that populations of infectious computer nodes and exposed computer nodes.
An AMS recovers some fraction of malicious attacks (per unit time) is used to control the infection. This
system is modelled by the equations:

dx/dt = ax — bxy — ex
dy/dt = —cy + dxy — fy

Where, e and f are the respective rates at which the infectious nodes recovered by AMS and Exposed nodes
decreased due to external reasons like data crashed and be in non-recoverable state.
In the mentioned scenario, the non-zero equilibrium point in the first quadranti.e.(c + f/d,a — e/b) .

Explanatory point-3: Under the harvesting conditions (i.e. values of e and f) f > 0 and 0 < e < a the
equilibrium stock of prey i.e. exposed computer nodes will increase whilst the equilibrium stock of predators
i.e. infectious computer nodes will decreases.

Explanatory point-4: It can be shown that the average level of each population over one cycle equals its
equilibrium value. The effect of the use of an Anti Malicious Software which recovers the predators i.e. the
infectious computer nodes by the statements that the equilibrium number of exposed computer nodes will
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decrease whilst equilibrium number of infectious computer nodes remains unchanged in the cloud (since f =
0).

7. NUMERICAL SIMULATIONS

Let exposed computer nodes (prey) and infectious computer nodes (predator) are there in the cloud
based networks. If the initial conditions are 80 exposed computer nodes and 40 infectious computer nodes at
some instances, one can plot the progression of the two types of nodes over time as shown in figure-8. The
choice of time interval is arbitrary.
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Figure 8. Exposed computer nodes and Infectious computer nodes with respect to time, where, initially 80
Exposed computer nodes and 40 Infectious computer nodes in the computer network.
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Figure 9. The oscillatory nature of the population of the two types of the compute nodes in the cloud.

One can also plot a solution which corresponds to the oscillatory nature of the population of the two
types of the compute nodes as depicted in figure-9. This solution is in a state of dynamic equilibrium. At any
given time in this phase plane, the system is in a limit cycle and lies somewhere on the inside of these

Prediction of Trustworthiness in the Cloud Computing Environment using Predator-Prey Model (S.B.Dash)
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elliptical solutions. There is no particular requirement on the system to begin within a limit cycle and thus in
a stable solution, but it will always reach one eventually.

These graphs clearly illustrate that in each cycle, the population of exposed computer nodes is
reduced to extremely low numbers yet recovers (while the population of infectious computer nodes remains
sizeable at the lowest density of exposed computer nodes). so the numbers of non- Infectious nodes in the
cloud will increase.

8. CONCLUSION

Predator-Prey model for computing the proportion of the Exposed Computer Nodes (ECN) and
Infectious Computer Nodes (ICN) to check the trustworthiness in the cloud based network is established. Our
proposed model is to make the cloud computing architecture perfect and built a more comprehensive
network. Two of the possible cases for the established model for modelling of dynamics of single population
i.e. Exposed Computer Nodes (ECN) and modelling of dynamics of both populations i.e. Exposed Computer
Nodes (ECN) and Infectious Computer Nodes (ICN) in the cloud are discussed. Various critical explanatory
points are discussed with suitable examples and graphical presentations for better understanding about the
model. As a result, it has been shown that the ECN and the ICN compartments cycle, with the ECN
population crashing as the ICN population increases, followed by a crash in the ICN population. Further, as
conclusion, the proposed work will help to find out the utility of a computer node and the impact of Anti
Malicious Software with its efficiency in the cloud based network so as to increase the trustworthiness in the
cloud environment.
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