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1. INTRODUCTION

Despite the highly discussion and impressing fast development of cloud computing over the past
few years, the characteristics of cloud that are benefit to every participant meanwhile arouse a lot of worry in
some respects. As the result of the trust consideration to cloud, it is not unusual that currently quite a number
of potential users, such as the small and medium business (SMB) which are increasingly realizing the
business merits of cloud computing [1], are reluctant to believe the cloud can offer them trustworthy enough
services.

Therefore, trust in cloud is increasingly grabbing the intention of most stakeholders, especially in
public cloud due to its highly open environment to external users. Actually, cloud users are inevitably
confronted the potential risk of putting their data and information involved different degrees of sensitivity
into the remote data center of cloud service providers or a third party that providing cloud environment out of
control of users for specific physical resources [2][3][4].

Trust related problems usually first go down to the security and privacy issues which are the
prerequisites of particular security mechanism, that is, guarantees of “hard trust”, like access control, data
segregation, network monitoring, etc. On the other hand, the “soft trust” is subtly impacting the trust relation
from users to the cloud services, which is related to the cloud provider’s reputation or brand to some extent
[5]. Furthermore, because most peers in cloud are temporal, dynamic and mobile entities which forms a
potential threat to the trust relation among all the entities involved in the cloud service system, so that the
trust relationship establishment between different entities, trust maintenance, trust propagation, etc, may
affect the stability and trustworthiness of the whole system. With respect to the current practices of different
cloud models, lack of synthesis and systematic trust managemnt framework is an unavoidable obstacle
impeding fast development of cloud service system to mature.

Based on the existing research on the trust mechanism in information and network service domain, a
three-layer trust conceptive management framework applied in cloud to realize the trustworthiness
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guaranteed cloud is built in this paper. The remainder sections are arranged as follows. In section two the
background to trust notion and research in networking and existing computation paradigms is reviewed.
Section three lists and analyzes trust issues in cloud. In section four the conceptive cloud trust framework is
introduced. In section five we discuss the trust management framework in cloud computing environment. The
paper is concluded in section six.

2. Background and Related Work
2.1. Background to trust notion

Trust has aroused much attention from different domains of scholars, such as psychology, sociology,
economics, philosophy, computer science, and management science [6], while gained little consensus. There
is no general definition of trust, and the definitions are usually discipline-specific [7]. Broadly speaking, trust
means an act of faith; confidence and reliance in something that’s expected to behave or deliver as promised
[8]. The concept of trust adjusted to the case of two parties involved in a transaction can be described as
follows: “An entity A is considered to trust another entity B when entity A believes that entity B will behave
exactly as expected and required. The notion of trust in an organization could be defined as the customer’s
certainty that the organization is capable of providing the required services accurately and infallibly [9].

Based on the notion of trust, there are some other important issues that have been investigated by
many researchers. Existing research on trust are mainly involving three categories of topics: Firstly, which
factors contribute to and affect the system trustworthiness and trust relationship under different trust
scenarios, and how they are acting on the trust [4][5][9][10]. Such research questions are the bases of trust
issues analysis thus give a clear insight into the trust question analysis. Secondly, how the trust relationship
are established, maintained and destroyed, which are performed as different trust models, mechanisms or
framework that can ensure the trust in specific application contexts [11][12][13][14]. Thirdly, how
trustworthiness can be measured by a variety of trust models, i.e., methodologies about trust measurement to
evaluate, analyze, and decide the degree of system trustworthiness [15][16].

Further speaking, many scholars have proposed their trust models measuring the trustworthiness and
managing the trust relationship. The most common one is reputation based trust management mechanisms,
which have been widely employed in online electronic communities and distributed environments [17], i.e.,
used to provide a basis for the choice of transaction items and partners in service provision. The basic idea is
to let participating nodes rate each other trust level, for example after the completion of a transaction and use
the aggregated ratings about a given node to derive a trust or reputation. Most of them largely depend on
feedback for the reputation computing. Reputation is categorized into three types [18]: positive reputation,
negative reputation, or a combination of both. Relying only on a positive reputation or a negative reputation
is incomplete for generating a reputation of a node in a comprehensive way.

2.2. Trust research in computing and networking service paradigms

Trust is not a new topic in most distributed computing systems, such as P2P computing, grid
computing and wireless network computing, etc, as in those computing paradigm, nodes can freely join and
leave the system and the group membership is very dynamic[19], thus the resources should be shared under
secured trust management mechanism. Different distributed environments have different security areas in
which many researchers have been bringing the study of the trust mechanism into distribution [20].

It is all known that trust issues have been discussed broadly and deeply in the ad hoc network,
wireless sensor network and some other network service systems, and the trust management system is
becoming mature. While the security problems in cloud have been paid attention to by some investigators,
who mainly fall into two categories: 1) those who analyze and discuss a variety of trust issues unique in the
cloud which are rarely considered before in traditional trust scenarios, and 2) those who mainly focus on the
“hard trust” issues, while make not much effort on the “soft” part.

Besides, most work has no overall and systematic view of the trust-related problems and just gives
some solutions and models to handle specific issues. Although the trust related problems have grabbed much
attention and concerns of the researcher and developers, the security based trust is still a key problem have to
be addressed not only through the technical devices but also by management mechanism, e.g., Dimitrios Z. et
al [9] think that security in a cloud environment requires a systemic point of view, from which security will
be constructed on trust, mitigating protection to a trusted third party. Other researchers have realized the
specific part of particle problems impacting trust to cloud computing. Khaled M. Khan and Qutaibah Malluhi
[8] hold that trusting cloud computing might differ from trusting other systems, but any new technology must
gradually build its reputation for good performance and security earning users’ trust over time. llkka Uusitalo
et al [5] have highlighted main observations from an interview study on experts’ views on trust in cloud
services, and found that the most important factor affecting perceived trust in cloud services is Brand,
including such sub-aspects as reputation, image, history and name of the CSP (Cloud service providers).
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Referring to the specific trust mechanism design and innovation, researchers have gain a lot of
chiesvemnt Kai H. and Deyi L. [21] suggest using a trust-overlay network over multiple data centers to
implement a reputation system for establishing trust between service providers and data owners. Joshua S. et
al. [22] propose a cloud service that generates integrity proofs for customers to verify the integrity and access
control enforcement abilities of the cloud platform that protect the integrity of customer’s application VMs.
S. Subashini and V. Kavitha [1]discuss the various security issues in different service delivery models and
investigate an integrated security model targeting different levels of security of data for a typical cloud
infrastructure. Flavio L. and Roberto D. P. [23] have proposed an advanced cloud protection system (ACPS)
for cloud protection that can monitor both guest and middleware integrity.

3. Cloud-specific trust issues analysis

Extending the research of Frank J. K [24], which divides the trust in cloud environment into trust in
the service provider’s platform and trust in the information owner’s domain, and the combination of the two
parts forms the “virtual environment trust”, it can be inferred that the cloud trust comes down to two basic
categories of issues: service trustworthiness under uncertainty and entity trust management issues. And the
former one is referring to the technical, strategic and policy guarantee to the normal operation of cloud
system provided by the cloud vendors, while the latter one is referring to the trust relationship management
among different service roles (entities) in cloud.

3.1. System trustworthiness under uncertainty

Traditional researches on trustworthiness of information service system most concentrate on the
functionality and security of specific system units. Nevertheless, it is service capacity that users purchase and
really concern in cloud computing service system, instead of a fixed hardware resource [25]. In addition, the
physical resources are logically virtualized thus not bind to specific system units. So in cloud computing
environment, the system trustworthiness is much complex than before, which should establish trust that is
distinct for the virtual environment and separate from the hosting platform [26]. Therefore, when considering
the cloud system trustworthiness, it will be not about a specific system unit, instead it is the virtualized
system infrastructure, which is not only in the underlying physical resources layer, but also on the virtualized
resources domain.

In addition, as trust is a measure of uncertainty with its value represented by entropy, and actually is
the function of uncertainty [27] and trust and distrust matter more in an uncertain environment involving risk
and vulnerability when consumers consider reaching a decision, it can be roughly inferred from these theories
that trust is the function of the cloud system uncertainty, which is the trust evidence of the trust decision to
the system, in which a range of fault or misbehavior (from the underlying system infrastructure to the service
interface) can be reflected in the system performance and security. Cloud service system is a large complex
computing system that is built on giant network connecting a mass of nodes of different roles and large-
scaled data center on which the infrastructures are delivered outward as service resource and huge amounts of
service instances and applications are running at all times. Obviously that the larger the system uncertainty is,
the little the trust can be acquired. The system uncertainty with respect to trust is a source of
untrustworthiness to the system performance and behavior, including system security and service security.

Based on the characteristics of cloud services, this paper considers trustworthiness of cloud system
paying more attention to the virtualized system infrastructure both as a system configuration and a virtual
service unit delivered to the out side of cloud. Then the general definition of cloud system trustworthiness is
given as the measure of cloud system capacity that under any conditions of uncertainty (including all kinds of
abnormal conditions of hard/software faults, failures, network attacks and so on) cloud service system can
still provide secure virtual environment and quality- guaranteed key services for users, and at the same time
ensure the data, services and transactions security, no matter inferences are as the result of internal or
external, subjective or objective, systematic or non-systematic factors. Furthermore, Table.1 shows the
details of the requirements to cloud service respectively on the three aspects.

3.2. Entity trust management issues

Since the cloud computing is a distributed computing environment in which the whole resources are
virtualized as a resource pool and are allocated dynamically on distributed computational and storage nodes,
the resource owners and users are separated, and the service users and managers are also separated. However,
the role of an entity in the cloud service system may not be unique, which means that the “client” and
“service” are two relative concepts and may be reflected on one entity. For example, a cloud service provider
delivering some on-line application service to the external users may also at the same time be the user of the
infrastructure service offered by the cloud providers. This kind of problem may introduce at least two
categories of trust problems in cloud platform:
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a. Cloud service platform offers services through virtualization and multi-tenancy technique to multi
external individuals and organizations, which are usually mutually distrusted with each other, and may even
be competitive rivals under the worse circumstance. Furthermore, in the cloud service platforms such as
multi-tenant cloud services, third party datacenter, etc, one platform holder or service user may become an
attacker, thus destroy the protection to data privacy or other specific rights. The entities are not quite the
same as the nodes cooperating in other network computing paradigms, such as the ad hoc network or wireless
sensor network, since an entity becomes malicious, the trust relation will be impacted in a more wide range.

b. The overlapping identities between client and service lead to the fact that the trustworthiness of a
cloud service transaction is influenced by at least two different roles in cloud. And the trust relation between
different entities is not only nonlinear but also coupling, making the problem of trust relation establishment
more complicated. Taking the trust relation among the overlapping identities into consideration and clearly
dividing the components of different identities’ contribution to form, maintain or damage the trust
relationship is essential to the establishment of cloud trust framework. It is clear that cloud computing has
opened up a new frontier of challenges by introducing a different type of trust scenario.

Table. 1 Concerned Requirements on Cloud Service Trustworthiness

Key operational Key security and privacy

performnce gy QS TEMENS  requirements [29] 30
Adaptability Availability ggﬁ[‘rgff:b?ﬂ? transparency
Resilience Reliability Access and agcuracy
Scalability Usability Limiting use

flexibility Consistency Accountability

Continuity Quick response

Security safeguards

Furthermore, trust and the degree of lost control over the data and processes in cloud depends
heavily on the cloud service model [1] i.e., in laaS and PaaS, the provider usually has complete control of the
server, storage facility, and network. It’s the same with SaaS, but the provider also controls the applications.
Cloud computing virtually requires consumers to relinquish control in varying degrees of running their
applications and storing their data [24]. Therefore there is a problem that how to make correct distribution of
safety responsibility between the users and providers, which will impact how the cloud participants to form a
mature trust relationship. And it is obvious that the more entities of different and overlapped roles are
involved in the cloud service process, the more complicated trust relationship becomes.

4. Conceptive cloud trust management framework

As discussed previously, the trust issues in cloud have been examined from two perspectives of
system trustworthiness under uncertainty and entity trust management. Furthermore, building trust to cloud
should be based on all the above considerations. In this section, an theoretical overview about the three-layer
trust conception framework is introduced, including the safety and function guarantee of underlying
infrastructure (hard trust-HT), security control of the virtualized systems (virtualization trust-VT), and the
trust management of the service & client interface (entity trust-ET). The structure organization of the trust
cloud framework is as follows:

e Hard trust-is the foundation of the trustworthiness of cloud service systems, and can be formalized
as a set of functional mechanisms according to all the actions and conditions in the cloud
environment;

e Virtualization trust-still is a set of trust evidence that cloud vendors present to uses, while based on
the trustworthiness of the cloud virtual environment including the virtual server security and the
separation mechanism on the virtual hosts;

e Entity trust-is the trust built in the cloud service users, which is based on the measurement of the
behavior records of the external entities get access to the cloud.

Meanwhile, we shown more detailed illustration of the three level conceptive trust framework is as
follows:

Building trust into cloud (Wenjuan FAN)
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e HT- safety and function guarantee of underlying infrastructure : On this level cloud vendors provide
the safety guarantee of underlying infrastructure including the attack defendant and recovery of
failure, fault, and catastrophe. Thus, trust on this level implies that the cloud system can act in a
normal state and performs the behaviors satisfying the requirements to the system function, based on
which the cloud vendors can provide available, consistent and stable services to either the service
providers or the end users. As a matter of fact, the system trustworthiness factors can not ignore the
system running level. Many cloud vendors are making effort to enhance their trustworthiness on this
level, for example, according to the cloud computing event data base (CCID) specially responsible
to record the cloud computing service break, most cloud computing service provides have suffered
from downtime range from several minute to hours. And in more serious instances there are
circumstances that lasted more than 24 hours. In the service downtime, the users suffered can not get
access to the cloud services, and may result in decline of performance and user interactivity.

e VT-security and privacy control of virtualized services and resources : As cloud provides virtual
services and operation environment to clients, which is delivered based on unified virtualized
resources. This situation places a significant level of risk on the privacy and security of the data
processed by the VMs in the cloud. And there should be a unified control mechanism for all the
resources and services applications. On the level of security and privacy control of virtualized
services and resources, cloud provides various mechanisms that ensure the system operation and
services management, including authorization and access control, data security and protection,
privacy management and data separation between users. Therefore, trust on this level is referred to a
set of mechanisms that ensure the security and privacy of all the data assets owned by different users
and coordinates the resource occupied in cloud datacenter. Actually, there is no longer concentration
on a specific physical hardware or software infrastructure in cloud virtual environment, so that the
security and consistency corresponding to the same logical part of system occupancy is a key
challenge.

e ET-trust relationship management of the service & client interaction: The trust on service level
refers to the trust relationship built from the cloud service to all the service users, which will be the
foundation of entity trust management in cloud system. On this level, cloud providers establish a set
of trust models and mechanisms to monitor /manage, record and control (in a proper manner) the
behavior of entities. All the actions of entities will contribute to form their trustworthiness with
different degrees in the cloud service systems, and thus of course will be relatively dynamical and
changes with times during different transactions. The difference between the entity trust and
virtualization trust is that there are two critical trust relationships that must be established in the
service layer, which are respectively service provider trust and cloud user trust, and the
accountability is another important factor to ensure the trust on this layer.

5. Cloud trust management framework

Since cloud entities and nodes are representing the same function and responsibility, and in order to
facilitate the discussion next, here we equalize the meaning of them. We divide the nodes in the cloud into
three categories: server nodes, virtual nodes and client nodes, which are respectively means the cloud
infrastructure nodes (physical servers), logical nodes (VM servers or virtualized application services running
on the VMs), and client side nodes (personal computers, mobile phone or any other devices that can get
access to cloud). For all the nodes in the cloud, they have the following characteristics that can have a great
influence to the entity trust management: (1) the roles of the cloud system nodes are multiple, so the trust
records of a nodes have to be complete and clearly, (2) the physical nodes and the logical nodes are not
consistent all the time, for example, the relation established between client node A who is running his
software and server node B which is the host node of the software may be changed on the next time. (3) the
client nodes topology changes. Because the client nodes may be mobile and the network route can be another
reason that change the structure of the nodes distribution. (4) the server nodes (VM) are dynamically
migrating as the result of requirements to load balance and as a result that the server nodes are not bind to a
fixed physical nodes.

The management domains of virtual nodes are not necessarily centralized and can be distributed in a
wide range of the server nodes domains. The responsibilities for the management nodes are concluded as the
following three parts:

e They are responsible to monitor the virtual nodes and evaluate the trustworthiness of them, based on
which can divide the virtual nodes into two sub-domains: trusted node domain and untrusted node
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domain. Besides, take specific action respectively to the two sub-domains, and establish the trust
relation among the nodes in the trusted part while implementing some resource restriction to the
nodes of untrusted part and making some of them change into trusted nodes if they behave
innocently for a considerable period of time.

e Based on the trust evaluation to the virtual nodes, the management nodes should select proper
trusted nodes to allocate tasks running on them according to the system real conditions, at the same
time satisfy some objectives like the trustworthiness maximum, the cost of resources minimum, etc.

e The management nodes can also authorize some of the trusted virtual nodes to management the
client nodes domain, and the virtual nodes can also establish and maintain the trust relation with
client nodes who they trust.

It can be concluded from the above discussion that on virtual nodes trust records completed by the
management domain nodes, there generates sets of trusted virtual nodes that can help to monitor the neighbor
virtual nodes, which always have a lot of applications running on them, so the cumulative node trust
supervision mechanism can provide a secured approach to protect the server nodes and the client nodes too.
The schematic diagram of the mechanism model is as Figure 1 present:

L B o

Management Domain

Trusted Virtual
Nodes

Untrusted
Virtual Nodes

& & 1

Client Nodes

Figure 1. cloud system nodes cumulative supervision model

In the mechanism model, the client nodes trust is also a significant aspect of cloud trust. As the
client nodes are out of cloud extension and typically mobile, and can pretend to be innocent, the trust
management to them absolutely necessary. Since the client nodes interact with the virtual nodes on one
specific application, the client behaviors are supervised by the virtual nodes and the behavior records are
maintained by them.

In addition to the trust built between the virtual nodes and client nodes, the trust among the client
nodes also should be established in the cloud environment. For example, a SaaS service user do not know the
other tenants who are on the same VM as him, while he can get the trust records from the VM node that are
hosting the SaaS application, or from the trusted virtual nodes that have been authorized by the management
nodes to establish trust relation with client nodes so that without having to be the host VM of them. Besides
the mechanism guarantee, the trust among client nodes has to consider non-technical factors such as laws and
business process relation. And a valid trustworthiness evaluation model will reflect all the factors.

6. Conclusion

Building trust into cloud (Wenjuan FAN)
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In this paper, we discuss the main trust-related problems in cloud ,which can be concluded as
following the following trust-related problems:

(1) system trustworthiness under uncertainty;

(2) virtualization security issues; and

(3) entity trust relationship management.

Aiming to the problems above, we introduce a three-layered cloud trust management framework
which can provide an overview of the important parts contributing to the trustworthiness cloud computing
environment. As there existing the broad gap between “hard trust” and “soft trust” in cloud, mature trust
relationship can not be built on security mechanism effectively. Through the combination and integration of
the three layers, the gap between the different levels of trust factors can be bridged in cloud, from the
underlying infrastructure to the virtual systems and to the service interaction level, the trust field in cloud
environment can be established in a more deep and robust manner.
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