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The interest in cloud computing by organizations has driven a core desire to
become more effective and efficient with information technology (IT). Cloud
computing enables organizations to utilize instantly provisioned scalable IT
resources on a pay-per-use basis. The wireless grid provides a new model for
heterogeneous devices to share physical and virtual resources within an ad-
hoc environment with no dedicated server needed to manage the network.
Both of these technologies provide new opportunities to provide innovative
architectures but also have a number of security related issues that concern
many potential users. Despite the potential benefits, each integration of a
cloud computing and a wireless grid architecture raise even more concerns
related to information security than each architecture alone. As a new
paradigm for organizational strategic initiatives, these are the issues which
prevent cloud computing and wireless grid solutions from becoming the
prevalent integration for an operational system. This article will identify a

wireless cloud architecture and identify potential vulnerabilities and threats
to a wireless cloud solution. We also identify the beginnings of a promising
wireless grid security architecture, which focuses on a wireless cloud
authentication, authorization and access control process.
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1. INTRODUCTION

Computer networks and telecommunications backbones have made distributing computing power
essential in the majority of industries and homes worldwide. The financial industry conducts trillions of
dollars in transactions each day using current networking and distributed computing technology; and
governments around the world maintain information on networks and in distributed databases. Each of these
examples represents ways that telecommunications and network technologies are used to efficiently conduct
daily operations. However, there is a downside. The information that is stored in and passed along global
networks is exposed to malicious attempts to intercept it without proper authorization [10]. IT systems should
be designed to minimize network vulnerabilities and protect the information contained within them [26].

Cloud computing represents the long-held dream of computing as a utility. It has the potential to
transform a large part of the IT industry, making software even more attractive as a service through
leveraging a data center’s shared resources and shaping the way IT hardware is designed and purchased [3,
4]. Cloud computing is being touted as a new paradigm in computing, which will obviate an organization's
need to build, manage, and fund internal data centers and complex IT infrastructures. Cloud computing
infrastructures enable companies to cut costs by outsourcing computations, on-demand [64]. Many people in
the IT industry are interested in advancing cloud computing and it is envisioned by many as the next
generation architecture of IT enterprises [33, 36].

Many organizations are beginning to see the potential in cloud computing solutions but may not be
aware of the wireless grid and its potential integration with cloud computing for critical systems. However,

Journal homepage: http://iaesjournal.com/online/index.php/ 1J-CLOSER

wWww.iaesjournal.com




1J-CLOSER ISSN: 2089-3337 a 91

organizations considering this integrated solution must carefully consider their specific needs, the security
risks, and whether or not cloud computing will deliver value. Wireless grids provide the dynamic sharing of
physical and virtual resources among heterogeneous devices [44]. A new wireless cloud option should be
examined from a security perspective for potential business and technical benefits as it relates specifically to
organizational IT assets.

This article discusses the implications of developing a wireless cloud and the potential security
risks. We will identify a wireless cloud architecture, potential vulnerabilities and threats to a wireless cloud
solution, and propose the beginnings of a wireless grid security architecture, which focuses on an
authentication, authorization and access control process.

2. CLOUD COMPUTING

“Cloud” computing is a relatively recent term and builds on decades of research in virtualization,
distributed computing, utility computing, and more recently networking, web and software services [4, 32]. A
definition of cloud computing is:

“...a model for enabling convenient, on-demand network access to a shared pool of
configurable computing resources (e.g., networks, servers, storage, applications, and
services) that can be rapidly provisioned and released with minimal management effort or
service provider interaction.”*

As displayed in Figure 1, cloud computing has emerged as a new computing paradigm that arrays
massive numbers of computers in centralized data centers to deliver web-based applications, application
platforms, and services via a utility model [25, 59]. Mell and Grance [46] describe the four deployment
models identified by the National Institute of Standards and Technology (NIST) for cloud services as the
following: (1) private cloud - the cloud infrastructure is operated solely for an organization. It may be
managed by the organization or a third party and may exist on premise or off premise; (2) community cloud -
the cloud infrastructure is shared by several organizations and supports a specific community that has shared
concerns (e.g., mission, security requirements, policy, and compliance considerations). It may be managed by
the organizations or a third party and may exist on premise or off premise; (3) public cloud - the cloud
infrastructure is made available to the general public or a large industry group and is owned by an
organization selling cloud services and (4) hybrid cloud - the cloud infrastructure is a composition of two or
more clouds (private, community, or public) that remain unique entities but are bound together by
standardized or proprietary technology that enables data and application portability (e.g., cloud bursting for
load-balancing between clouds).

There are a number of service offerings and implementation models within the cloud computing
umbrella. These models, as displayed in Table 1, can be grouped into the following three categories:
Infrastructure-as-a-Service (laaS), which offers the ability to lease services such as storage or computing
resources (e.g. Amazon Simple Storage Service? and Elastic Compute Cloud®) [14], Platform-as-a-Service
(PaaS), which provides the ability to lease an application development environment (e.g. Microsoft Azure
Services Platform®) and Software as a Service (SaaS), which offers network accessible applications (e.g.
Google docs®. These models provide distinct resources to the user/customer ranging from general
infrastructure services provided by laaS vendors to targeted customizable applications provided by SaaS
vendors [69].

! http://www.nist.gov/itl/cloud/upload/cloud-def-v15.pdf

2 Amazon Simple Storage Service: http://aws.amazon.com/s3/

¥ Amazon Elastic Compute Cloud: http://aws.amazon.com/ec2/

* Microsoft Windows Azure: www.microsoft.com/windowsazure
® Google Docs: https:// docs.google.com
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Figure 1. The Cloud Computing Framework

Table 1. Cloud Delivery Models
Definition

Delivery
Model
Infrastructure
as a Service

(laaS)

Includes the foundational elements, such as storage, operating system
instances, network, and identity management upon which development
platforms and application can be layered; the capability provided to the
consumer is to rent processing, storage, networks, and other fundamental
computing resources where the consumer is able to deploy and run arbitrary
software, which can include operating systems and applications [14, 69].
Cloud systems can offer an additional abstraction level: instead of supplying
a virtualized infrastructure, they can provide the software platform where
systems run on. The sizing of the hardware resources demanded by the
execution of the services is made in a transparent manner [14, 69].

Builds upon PaaS to offer complete applications customizable by the user to
a limited degree and utilizing a security model developed by the provider;
services of potential interest to a wide variety of users hosted in Cloud
systems, which is an alter native to locally run applications. An example of
this is the online alternatives of typical office applications, such as word
processors, Google Dacs, etc. [14, 69].

Platform as a
Service
(PaaS)

Software as a
Service
(SaaS)

Instead of buying and maintaining costly servers, the IAAS cloud computing model for example,
allows one to dynamically and remotely control processing, memory, data storage, and network bandwidth
from pools of these resources, providing the ability to specify and deploy computing capacity on demand [34,
37, 39]. If there is a need to scale up to accommodate sudden demand the necessary resources can be
provisioned by the customer using a web browser. These same services are provided to multiple external

1J-CLOSER Vol. 1, No. 3, August 2012 : 90 — 115



1J-CLOSER ISSN: 2089-3337 a 93

customers (multi-tenancy), leveraging the shared resources of large data centers to achieve economies of
scale and reduce the cost of the service [60]. Multi-tenancy enables sharing of resources (and costs) among a
large pool of users, provides reliability by way of multiple redundant sites, which makes it suitable for
business continuity and disaster recovery. Clouds are advertised as a cheap alternative to supercomputers and
specialized clusters. The cloud platform is much more reliable than grid platforms and it is more scalable
[52]. The IAAS in cloud computing relies on large collections of commoditized computing resources
provisioned via hypervisors.

Although cloud computing is in its early stages and its definitions vary greatly, the technologies
used for the cloud include grid computing, utility computing, and virtualization technologies. Grid
computing is a form of distributed, parallel computing whereby processes are split up to leverage the
available computing power of multiple central processing units (CPU) acting in concert [23]. Utility
computing allows users to purchase computing capacity, such as CPU, storage, and bandwidth, from an IT
service provider and to be billed based on actual consumption [3]. Virtualization technologies are virtual
servers and virtual private networks and they provide the ability to quickly reconfigure available resources on
demand and provide the necessary security assurance, such as increased security protocols to protect against
threats from the cloud environment and the data transported within the cloud [7].

Among the substantial challenges that hinder the widespread adoption of cloud computing are the
security and privacy concerns of data in the cloud. Security has emerged as arguably the most significant
barrier to faster and more widespread adoption of cloud computing [11]. Although cloud computing offers
the benefits of moving computing resources to a cloud computing environment to take advantage of
flexibility and cost savings, data confidentiality and integrity controls for the cloud need to be applied to limit
exposure to unauthorized users [28]. Moving information assets to a cloud computing environment can
reduce the costs of information management and storage but cloud-based systems are open to security threats
and loss of control of data [64]. The cloud computing service deployment and architecture (e.g. private,
community, public or hybrid) chosen must fit the security and privacy needs of the organization adopting this
type of environment [15, 39, 46].

3. WIRELESS GRIDS

Treglia et al. [68] define wireless grids as ad-hoc dynamic sharing of physical and virtual resources
among heterogeneous devices, content and users. As the future of distributed computing, wireless grids (see
Figure 2) will enable resource sharing among dynamic groups or social networks with individual profiles that
are assigned a specific status relative to similar objects and resources with no dedicated server needed to
manage the network [45]. Grid computing involves the aggregation of network connected computers to form
a distributed system for coordinated problem solving and resource sharing [16, 17, 57]. McKnight et al. [44]
can be credited with describing wireless grid infrastructures along three dimensions: the physical layer, the
networking infrastructure, and the middleware. Recent literature from Li et al. [42] and Ahuja and Myers [2]
identify wireless grids as three distinct architectures: (1) wireless senor grid, (2) mobile wireless and (3) fixed
wireless. McKnight et al. [44] provide a classification of the wireless grid which differs from a typical wired
network such as the: (1) applications aggregating information from the range of input/output interfaces found
in nomadic devices, (2) applications leveraging the locations and contexts in which the devices exist and, (3)
applications leveraging the mesh network capabilities of groups of nomadic devices.

The wireless grid extends grid resources to wireless devices of varying sizes and capabilities such as
sensors, mobile phones, laptops, special instruments, and edge devices [1]. These devices might be statically
located, mobile, or nomadic, shifting across institutional boundaries and connected to the grid via nearby
devices such as desktops [45]. Resources can be searched, found, viewed, and manipulated remotely from
any other grid-enabled device or service and devices on the wireless grid network can serve as both servers
and clients. Agarwal [1] identifies these grids as an augmentation of a wired grid that facilitates the exchange
of information and the interaction between heterogeneous wireless devices. These grids will enable shared
resources among dynamic groups or social networks of computing and communication devices and are
composed of objects and resources with individual profiles that are assigned a specific status relative to
similar objects and resources [45]. Wireless grids can take ubiquitous computing to the next level by
providing seamless wireless extensions to the wired grid. The architecture for these types of grids are of
importance because they can be deployed to provide autonomous nodes that communicate with each other in
a decentralized manner and how each node of the network connects others with wireless links, and acts as
both a host and a router in sending and receiving data.

Conceptualizing a Secure Wireless Cloud (Tyson Brooks)
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Figure 2. Wireless Grid

Grid computing and grid topologies have been extended into the wireless implementations and have
been used to facilitate the exchange of information between heterogeneous wireless devices [1, 42]. Wireless
grids can take distributed computing to the next level by providing seamless wireless extensions to the wired
grid. Wireless grid computing consists of autonomous nodes that communicate with each other in a
decentralized manner. Each individual node of the network connects with other nodes via wireless links and
acts as both a host and a router.

One major issue with wireless grids is information security [1]. Integrating wireless grids with an
existing information system (e.g. cloud computing) or traditional wired network raises new challenges in
terms of routing, aggregating and querying data from multiple sources on wirelessly connected
heterogeneous devices. As with all wireless information, the communication devices in the grid communicate
and pass information over standard radio frequencies which can be easily tapped [42]. Even if the wireless
grid utilizes a firewall and proxy system that filters out any potentially malicious network packets or web
content, data can still leak outside of the grid. The wireless grid will generally be more vulnerable to
malicious and accidental threats than their wired counterparts. A defined security architecture must be a
mandatory component of the wireless grid if this inherent vulnerability is to be properly addressed.

Security architecture and security analysis of communication protocols for mobile wireless networks
must also be taken into consideration [48, 61]. Security is always an issue with mobile wireless devices since
wireless transmission is susceptible to a wide range of attacks [57]. Because of the inherent nature of the
wireless connection, protecting information is difficult. The diversity of the link quality, the potential
unreliability of the end-devices, the power constraints of the mobile device, and the enforcement of security
and privacy policies all present major challenges in the wireless grid environment [1]. The Wireless Grid
Innovation Testbed (WiGiT) at Syracuse University is one organization researching a deeper understanding
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of wireless grid security, application, device, network, user and market behavior through academic, trade and
popular publications [68].

Most existing wireless security typically includes some form of security mechanisms (e.g. wired
equivalent privacy [WEP]) that provides security on an access point-by-access point basis [22]. As wireless
grid technology continues to grow, the grid will become increasingly heterogeneous, requiring data to transit
across various trusted wireless networks. For this reason users will come to demand more robust end-to-end
security services. In order to make integrations more feasible, such as wireless grid and cloud computing
services, grid services will have to be complemented by the addition of security services. This could
potentially lead into the development of a new wireless cloud architecture.

4. THE WIRELESS CLOUD

Under emerging wireless grid architectures, however, such network-based security models are far
from adequate. These new systems will be about net-centric information sharing and collaborating business
functionality which will become service-enabled and exposed to external wireless clients via standard web
services type protocols. These wireless clients, which themselves may be applications, will dynamically
discover services and make real time use of their code and data. Their services will be inherently location
independent, not necessarily bound to a physical location, which can change over time as services are
relocated or for fail-over reasons. Since wireless grid clients and service providers may belong to different
physical networks or even different service providers, these networks and/or organizations may be governed
by entirely different security policies.

Therefore, in a wireless cloud environment, organizations will need to shift their focus from
perimeter-based security models to a service-level view of security. Emphasis should be placed on network
identities, trust, and authorization of both users and applications rather than on ownership and control. The
architectural model of a wireless cloud computing environment is identified in Figure 3. Li et al. [39]
identified the wireless cloud as a natural extension of the wireless grid. It provides seamless access to the
internet, networked devices and computing capabilities. The wireless cloud is a kind of next-generation
wireless grid and as an emerging technology, there is very little in the literature about it [38].

Wireless Cloud
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Figure 3. The Wireless Cloud

Combining cloud computing and the wireless grid will create a new form of distributed computing.
Through loosely-coupled computers acting in concert to perform large tasks wirelessly, the packaging of
computing resources, such as computation and storage, will provide a future architecture capable of a grid-
utility like model. The wireless cloud’s device and location independence enables the wireless grid to access
the cloud systems regardless of device location or what device they are using. System performance could be
monitored and managed for consistency but may be affected by insufficient bandwidth or high network load.
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Since scalability changes system configuration to meet changing user demands, the wireless cloud could
operate without having to engineer for peak loads which may result in lower operational costs.

This conceptual model also emphasizes the importance of architecting for the cloud versus simply
deploying system components to the cloud to ensure that business requirements are met. Typical software
and systems that are not designed to take advantage of the scalability and parallelism of the cloud will likely
not achieve the full benefit that is provided by a cloud computing environment. Wireless cloud security may
improve due to added security-focused resources but currently there are some concerns about possible loss of
control over sensitive data. The data residing in the wireless cloud has to be managed on all security devices.
The enforcement of security policies must take place to ensure the network has the latest protection against
threats. The solution must also provide end-to-end visibility to validate and audit security effectiveness and
monitor security events.

As cloud and wireless technology advances, the wireless cloud architecture could progress from a
distributed, decentralized architecture with a lot of data in “thin” access points (APs) to a centralized
architecture using “thick” APs with data located in wireless switches. When considering the risks associated
with a wireless cloud architecture, the most fundamental element that must be considered is how the wireless
cloud environment affects the trust model. In thinking about this question, first consider a traditional
computing model where applications reside on client machines, servers, or mainframes that are owned and
controlled by the enterprise. In this environment it is possible to levy a host of countermeasures to mitigate
the security risks that exist in the IT world. Those countermeasures include firewalls, data encryption,
antivirus solutions, tight access permissions, virtual or physical separation of networks, and more. Coupled
with those technical countermeasures are the use of trusted network administrators, application developers
and internal processes. Now consider what happens when the applications move to a wireless cloud in which
the business model is typically driven by the provision of common service to a wide variety of customers. At
this point, the security of those applications and their data are largely a function of the skill, willingness,
diligence, and ability of the wireless provider to protect the data and provide reliable service.

Due to this issue of the movement of the trust model from customer to provider, the wireless cloud
represents a significant challenge from an information security perspective. While the specific concerns will
vary somewhat depending upon the implementation of a wireless cloud solution, the question remains as to
just how far does the trust model extend? Certainly vulnerabilities and threats must be identified in dealing
with this type of solution, where security may be a shared responsibility and where the final installation of a
blend of network elements, operation system and tools will have to provide an operational solution.

5. VULNERABILITIES AND THREATS TO THE WIRELESS CLOUD

As data flows in the wireless cloud, data confidentiality and integrity controls need to be applied to
limit exposure to unauthorized users. The knowledge of information security threats are quite useful to
system administrators, testers, and information assurance professionals, who need to understand how an
information system might be attacked. The intention of a threat is to exploit a vulnerability of a weakness in
an information system. In any risk assessment, threats must first be identified. CNSS Instruction 4009 [13]
defines a threat as ‘any circumstance or event with the potential to adversely impact organizational
operations (including mission, functions, image or reputation), organizational assets, individuals, other
organizations, or the Nation through an information system via unauthorized access, destruction, disclosure,
modification of information and/or denial-of-service (DoS) attack’.

Unlike a wired network, the wireless cloud is not limited by physical space. This potentially opens
up the network to attack from rogue users who spy on wireless transmissions or gain unauthorized access to
the network from the inside or outside [26]. Traditional thieves, hackers, high-tech criminals, government
sponsored organizations, viruses and other types of malicious code are the typical causes for security
concerns on wireless networks [73]. The targets for attacks are the files stored on hard drives and other
media, data and voice communications transferred between the remote clients and the internal networks, or
the remote system, since it is used to gain access to the main network.

Vulnerabilities exist in wireless networks that are interconnected with any other system. The entire
network becomes more vulnerable because when one part of the system is compromised, the rest of the
network can be affected as well. Unprotected wireless communications equipment is also vulnerable to
vandalism and terrorism that may cause large-scale communications outages [73]. The scale of any attack
against any wireless network depends on the type of network, the security precautions of the network, the
location of the network and the ability of the adversary that desires that information.

All the vulnerabilities that exist in a conventional wired network will apply to the wireless cloud.
Malicious entities may gain unauthorized access to a given computer network through wireless connections,
bypassing any firewall protections and may steal the identity of legitimate users and masquerade them on
internal networks [72]. These entities may be able to violate the privacy of legitimate users by tracking their
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movements or using third party, untrusted wireless network services to gain access to network resources.
Malicious code or viruses may corrupt data on a wireless device and subsequently be introduced to a wired
network connection. While it is more difficult and potentially more important to secure wireless
communications, the issues, threats and the respective required services to adequately respond to these threats
are mostly the same for wired and wireless technologies.

Managing security threats and vulnerabilities in information system assets are two fundamental
challenges for organizations [51]. Security engineers can reduce the risks associated with systems by
identifying threats, and making design or procedural changes in a system to reduce its vulnerability to those
threats. This article identifies potential threats to a wireless cloud environment that can be used as a starting
point to secure a wireless cloud architecture. While this list is not all inclusive, it will likely be expanded as
industry experience with wireless clouds grows, technologies evolve, and the ingenuity of attackers seeks
new ways to achieve their ends.

The knowledge of threats are quite useful to system administrators, testers, and information
assurance professionals, who need to understand how an information system might be attacked. The
intention of a threat is to exploit a vulnerability of a weakness in an information system. In any risk
assessment, threats must first be identified. For example, researchers such as Welch and Lathrop [70] and
Yang et al. [71] have identified some of the following threats against the IEEE 802.11 WEP, the standard for
wireless networking, as follows:

o Traffic Analysis- a simple technique whereby the attacker determines the load on the
communication medium by the number and size of packets being transmitted, the source and
destination of the packets and the type of packets.

e Passive Eavesdropping- the attacker passively monitors the wireless session and the payload. If
the payload is encrypted, this includes breaking the encryption to read the plaintext.

e Active Eavesdropping- involves the attacker injecting data into the communication to help
decipher the payload and then the attacker not only listens to the wireless connection, but also
actively injects messages into the communication medium in order to assist them in determining
the contents of messages.

e Unauthorized Access- not directed at any individual user or set of users on the wireless local
area network (WLAN). Once an attacker has access to the network, additional attacks can then
be launched or free network use is provided.

e Man-in-the-middle- used to read private data from a session or to modify the packets thus
violating the integrity of a session.

e Session High-Jacking- an attack against the integrity of a session; the attacker takes an
authorized and authenticated session away from its proper owner.

e Replay- used to gain access to the network with the authorizations of the target, but the actual
session or sessions that are attacked are not altered or interfered with in anyway.

While many of the attacks referenced above are common across wireless environments, the highly
distributed and collaborative nature of the wireless cloud will have to take on increased security protocols to
protect against threats from the wireless grid environment, the cloud environment and the data transported
from the cloud to the grid (see Figure 4, Wireless Cloud Threat Model). While threats focus on specific
attacks to computing environments, the model below takes into consideration that threats should consider the
skill of the attacker, their propensity to actually launch an attack, their concern for risk of detection or
attribution and the likelihood of success. The assumption is that the most highly skilled, motivated hackers
would attack organizations that implement a wireless cloud within its environment.

Conceptualizing a Secure Wireless Cloud (Tyson Brooks)
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Threats from the wireless grid environment covers those conditions involved in the actual use of
operational wireless grid devices. Since each wireless grid location being connected to a cloud environment
may be different, the worst case environment would have to be considered from a risk assessment viewpoint.
These conditions of use introduce the threat of people who have authorized access that may intentionally or
unintentionally misuse, misconfigure, or bypass the security functions within the wireless grid. Threats
related to people getting unauthorized, direct physical or logical access to the wireless grid devices security
functions and any tampering or misconfiguration might occur as a result of a threat to this environment. This
also includes those threats related to someone stealing or substituting hardware or software devices that
provide security functions within the wireless grid.

Threats that arise from vendor’s supply chain of wireless grid devices for an organization may cause
security concerns to the wireless cloud architecture. The supply chain security challenges posed by the threat
of attacks have significant implications for enterprises and their suppliers [9]. The whole process of
implementing, maintaining, upgrading and patching hardware and software for wireless grid devices could
introduce threats. Threats from the wireless grid hardware/software device supply chain include any related
to having an adversary intentionally modify, bypass or weaken the security functions during development,
production, distribution, maintenance, shipping and warehousing/storage of these entities. Since such
functions are not perfect in their implementation, there is also the threat from unintentional defect in the
device hardware or software or in the overall wireless grid security architecture in which they exist.

Threats to a cloud computing environment are also of concern. There are multiple attack vectors
within the software architecture of a cloud including virtualization software, web browsers, security software,
and client / server operating systems [40]. Attacks could also be launched against major cloud services, such
as Amazon Web Services (AWS) and Google Apps, potentially affecting thousands of cloud consumers. Web
services could be targeted through exploitation of vulnerabilities inherent in extensible markup language
(XML), simple object access protocol (SOAP), and web services description language (WSDL). The provider
and consumer security services, such as anti-virus and personal firewall applications, could be compromised.
Attacks against web browsers can compromise communications between the consumer and the cloud
provider and could allow attackers to intercept data (e.g. passwords, encryption keys, files); redirect web
browsers to compromised sites; and prevent the web browser from functioning properly, thus inhibiting
Internet communications.

One of the most critical and yet difficult challenges is ensuring continuous availability of wireless
cloud resources. Protection of the critical infrastructure components, such as routers, gateways, and domain
name system (DNS) servers, and the communications pathways between cloud provider and consumer, are
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key to maintaining resource availability and the integrity and confidentiality of data transmitted across these
channels. Threats that impact communications can be either malicious, such as DoS attacks, aimed at
wireless connections or devices, provider, consumer, or network resources; authentication and encryption
infrastructure components; or inadvertent outages to include technical failures, power outages, Internet
congestion, and natural disasters. Blacklisting of internet protocol (IP) addresses used by cloud consumers or
cloud providers could also be a serious problem. Perceived inappropriate behavior by cloud consumers,
which originate from within a cloud provider data center, may cause the IP set utilized by the provider to be
blacklisted by internet service provider’s (ISP) and other cloud vendors. Whether the actions were
inadvertent or malicious, the blacklisting of providers IP’s would impact not only consumers from accessing
cloud services, but could be financially devastating to a cloud provider.

Physical security deals with access to computing facilities, infrastructure, and personnel that support
the cloud provider, consumer, and communication pathways in between. While physical security is not
unique to cloud computing, the shared resource environment of a wireless cloud architecture increases the
potential to access data and computing resources of other organizations. A physical security breach within the
cloud provider data center allows intruders potential unauthorized access to the data of hundreds or thousands
of users spanning various organizations [3]. Likewise, unauthorized access to computing assets at a
consumer’s facility may provide access into the cloud provider environment, allowing the attacker to inject
malware into the infrastructure of the provider. Cloud provider administrators and maintenance personnel
have physical access to the shared resources within the cloud (i.e. hardware, power, network, storage,
firewalls).

Threats from the data transport from the cloud to a wireless grid environment must also be taken
into consideration. Confidentiality and integrity of data must be protected at all times [58], whether that data
is ‘at-rest’ or ‘in-transit’. The wireless cloud must provide protection against unauthorized alteration of
messages and documents during data transit. This is especially important in a wireless cloud environment as
cloud consumers will be accessing data, applications, and services across the great expanse of the Internet,
increasing the exposure of sensitive data to interception, modification, and injection attacks. Protection of
data within the boundaries of a wireless cloud environment is equally important as public clouds are
environments where computing resources are shared among potentially thousands of different users and must
be protected from the prying eyes of other cloud users. It’s also important to protect the underlying
communication (transport) as well as messages and documents that are carried over the transport so they
cannot be made available to unauthorized parties.

Typical threats to data-at-rest within the wireless cloud could include the inadvertent or malicious
alteration or deletion of data and files, data theft, and DoS attacks that prevent access to data, applications,
and services. Inadvertent alteration or deletion of data and files is often due to improperly configured access
controls versus malicious attacks perpetrated by hackers. Data-in-transit is susceptible to interception (e.g.
man-in-the-middle attacks), injection, and modification, all of which pose serious risks to the confidentiality
and integrity of the data. Data may be extracted without detection from improperly configured devices.
Improperly protected end-user machines (i.e. at work or home) could spread malware to a virtual machine
(VM), and in turn spread to other users as they connect to the VM. As wireless cloud users connect to
resources distributed across multiple VM’s, malware may also spread. To reduce the potential spread of
malware from unauthorized or personal devices, organizational security policies must address whether
security services, such as anti-virus and personal firewall applications, will be extended to protect home
personal computers (PC), Internet-enabled phones, or only allow users to connect to cloud resources with
company-provided computing resources.

Much like an outside hacker, an insider with authorized access to a wireless cloud system could
execute various attacks to gain unauthorized access to other systems or deny service to users of these others
systems and even manipulate files that facilitate the provision of services on virtual/remote machines. Insider
abuse, when both malicious and accidental insider misuse of internal systems occurs, poses the most serious
threat for wireless clouds. While organizations have to deal with insider threats today, the concentration of
information and processing into wireless clouds will magnify the potential impact of insider abuse. Wireless
clouds will be particularly threatened by malware for two reasons: (1) the homogeneous structure, rich
interconnections, and large scale of a cloud raises the possibility of initial malware injection and can offer
malware easy avenues for propagation, and (2) the concentration of value in a cloud offers potential
attackers, both insiders and external adversaries, a high-value target for tailored, specialized malware.

Wireless cloud data owners will have to worry about two potential threats: accidental leakage of
information outside the security enclave, and negative impacts to the integrity or availability of their
information from the introduction of malicious code or DoS attacks. Wireless clouds will store and process
information from various sources (e.g. clouds, devices, etc.), offer access to many different users, and
connect to a wide variety of external systems. This increases the threat of cross-domain leakage of
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information. Therefore, wireless clouds will not have the luxury of keeping ‘customers’ completely
segregated, but will have to provide controlled sharing. These sharing mechanisms will pose the greatest
threat for leakage. As such, there must be securing mechanisms for addressing threats for securing wireless
cloud environments.

6. SECURING THE WIRELESS CLOUD

Any communications network is subject to becoming the target of exploitation by individuals or
groups outside of the authorized group of intended users. Traditionally, only the communications of
governments and large corporations were regularly subject to such targeting. The military and diplomatic
communications of governments were targeted for national secrets, while corporate communications were
targeted for technology and trade secrets. Exploiting government and corporate communications networks
required a large expenditure of resources. The exploitation of communications is conducted to gain access to
data flowing over a network, disrupting the flow of data on the network and to parasitically seize the
network’s resources (i.e. to use a network free of charge). There is an additional reason for exploiting a
communications network; however, it is used to a much lesser extent — disinformation. Disinformation can be
injected into a communications network in order to mislead and to cause confusion and doubt and can give a
political, military, or economic advantage to the exploiter [66].

The first and foremost goal of the new wireless cloud security architecture is to ensure services can
be invoked and managed in a secure fashion. As with just about every critical distributed system, there is a
set of key security requirements that will need to be met which include authentication and authorization,
confidentiality, data integrity, availability, non-repudiation, security policy exchange, intrusion detection,
protection, and secure logging, manageability and accountability [6, 16, 18, 41]. For the wireless cloud,
additional security measures will have to be implemented to ensure the cryptography (e.g. confidentiality,
data integrity, entity authentication, and data origin authentication and availability) of all information that is
acquired, process and transmitted due to the nature of its architecture [43]. The integration must ensure that
security boundaries and security tools are designed and positioned to complement each other and interoperate
as appropriate. These include:

o Interoperability: the cornerstone of the wireless cloud architecture and must be preserved to the
maximum extent by the security architecture. Major security integration points in the architecture —
such as those between cloud computing service providers and wireless grid clients, between service
providers and the security infrastructure, and between security infrastructures in different trust
domains — must have stable, consistent interfaces based on widely adopted industry and government
standards, which enables each domain or organization to implement its own market-driven solution
while maintaining effective interoperability.

e Tailored security policy constraints: in a traditional security domain, resources and services are
often protected by a uniform set of security rules that are not granular enough to meet specific
application needs. Because customer who may access a resource may or may not be from the
organization’s local domain, different “strengths” of authentication and access control may be
required. Consequently, security policies need to be expressive and flexible enough to be tailored
according to both service providers’ and wireless grid policy attributes.

e “At-Rest” data security: focusing primarily on securing “in-transit” data, such as XML messages
and resource access, security measures also need to be in place to protect data “at rest”, which
include but not limited to protection of storage of credentials (private keys, etc.), protection of
security infrastructure components, such as policy stores, and security logs.

Organizations must ensure the quality of data being processed and distributed with respect to
defense of the network at a level that is useful to the end user. The wireless cloud will have to provide the
nature of each transaction, to include the data standard, the content of the data, and the performance attributes
of the data. Appropriate components must ensure that each of these parameters remain constant for data
being relayed to wireless cloud activities, as well as meeting the performance standards defined within the
wireless cloud. Data transported through the wireless cloud network must have a constant and reliable level
of integrity, must not be undermined while passing through the network, and must maintain quality of the
data if latency occurs. For information that is processed or created for an external user, it must be guaranteed
that the quality and timeliness of the data remain useful in the analysis and combat of threats to the network.

Because of the threat of exploitation, the wireless cloud will have to be protected by a well-defined
security architecture. A security architecture encompasses IT security and data privacy requirements as well
as solutions within the context of an over-arching enterprise architecture [5]. The wireless cloud model is one
in which organizations will have less control over their security architecture than in traditional networks and
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at the same time are required to share IT infrastructure with other entities. This dynamic causes certain key
challenges to rise in prominence in which the security architecture components for the wireless cloud must
have an extensive security architecture in place. One such framework that could potentially address the
wireless cloud security approach to creating secure, integrated and interoperable grid services based on a set
of security abstractions that unify formerly dissimilar technologies is the Grid Security Model [18, 49] as
depicted in Figure 5.
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Figure 5. Grid Security Model
(Source: The Open Grid Services Architecture, Version 1.5)

A security framework ensures that basic security practices are implemented across an organization
by integrating industry security best practices at multiple levels of the enterprise: information infrastructure
design; software, hardware, and service procurement; application development; and training. This emerging
Grid Security Model appears to offer an inherently practical framework in which to build and manage
wireless cloud systems to meet security requirements [19]. For the purposes of this article, the authors are
only addressing the authorization (including authentication) processes of this particular model.

7. AUTHENTICATION

One of the most important security controls of any IT system is the authorization, authentication and
access of the system [31]. Policies are one aspect of information which influences the behavior of objects
within systems. To achieve both sharing of information and protection of information in a wireless cloud
environment, it is necessary that common authorization and authentication policies and mechanisms be used.
Whereas authorization is the process of giving user’s access rights to computer resources based on their
permissions and privileges [5], authentication is the verification of the identity or other attributes claimed by
or assumed of an entity (user, process or device) or verifying the source and integrity of data. The wireless
cloud’s authorization policy has to address the processes of ascertaining authorizations prior to allowing
performance of an action such as viewing or accessing information through authentication. Ideally, the
authorization policy mechanism will have to provide interoperable authorization capabilities among cloud
providers.

Cloud service providers will require that wireless grid organizations have
authorization/authentication policies and contracts in place before granting them access to specified data.
Different authentication mechanism standards should be leveraged, supported, configurable and pluggable
depending on service-specific requirements (e.g. eXtensible Access Control Markup Language [XACML]
Authorization Model, Security Assertion Markup Language [SAML], Globus Toolkit [GT] 5.03 [35, 50, 67].
Control access to cloud services based on authorization policies (i.e., who can access a service, under what
conditions) may be attached to each service. Different access control models may be used, such as mandatory
access control [53], discretionary [63], or role based models [62]. The authorization implementation should
also be extensible to allow for service-specific customizations (i.e. specific financial information for financial
institutions). ldeally, the authorization policies will have to be provided by the cloud computing provider and
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the organizations using a wireless grid. This level is necessary, as additional structures must be put in place to
have interoperable authorization capabilities among multiple enterprises (i.e., shared community space).
Without procedures and methods in place to ensure that sharing takes place without ignoring appropriate
protection of the information, collaboration is not possible.

A fully realized secure wireless cloud systems architecture will be highly dependent on a
decentralized identity management and authentication architecture able to offload authentication.
Authentication systems not only need to manage user identity certificates but also device-to-device
certificates. Users utilize these certificates to authenticate to the policy enforcement point, while the devices
utilize these certificates to authenticate each other and negotiate encrypted tunnels. Because of the lack of
maturity of endpoint policy enforcement systems that can self-scan and automatically assure compliance as
part of the authentication process, assurances of a secured endpoint remains the arena of hardened
configurations and aggressive compliance scanning and remediation. For this reason, initial implementation
of this wireless cloud solution should focus on systems where internet connectivity and the use of high
efficient equipment can reasonably be restricted.

Authentication /authorization collectively generates, assigns and manages identities and places those
identities into credentials (i.e. X.509 certificates) [54]. Thus, authentication mechanisms are required so that
the identity of individuals and services can be established, and service providers must implement
authorization mechanisms to enforce policy over how each service can be used [49]. Authentication uses
identities in the system and manages security-related attributes such as role in the system. Figure 6 provides a
generic Wireless Cloud Authentication, Authorization and Access Control Process.
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Figure 6. Wireless Cloud Authentication, Authorization and Access Control Process

Authentication requires that the user (e.g. cloud computing system) prove its identity. As data is
received from the cloud to the wireless grid, a challenge/response mechanism is used as a method of
identification. Authentication should be two-way, so once wireless grid credentials have been accepted and
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validated; policy enforcement must be enforced in order to render an authentication decision. This lets the
system know that it is communicating with a valid user. By having the system authenticate to the user, it is
less likely that an unauthorized third party will be able to pose as a system by inserting itself into the link
between the user and the valid system (i.e. man-in-the-middle).

Wireless grid authentication should be based on wireless network authentication mechanisms [21].
Authentication for wireless grids must involve strong encryption to prevent eavesdropping, and must involve
mutual authentication to ensure that sensitive information is transmitted only over legitimate networks. The
wireless grid must also have strong authentication standards to meet the challenges for strict encryption and
authentication requirements. Strict encryption and authentication requirements are met by IEEE 802.11-based
wireless local area networks (LAN) through the implementation of the IEEE 802.1x standard. This standard
specifies the use of the extensible authentication protocol (EAP) directly over a link layer protocol [24].

EAP is essentially a transport protocol that can be used by a variety of different authentication types,
known as EAP methods. EAP was standardized by the Internet Engineering Task Force (IETF) in March
1999 [8]. Among the EAP methods developed specifically for wireless networks are a family of methods
based on public key certificates and the transport layer security (TLS) protocol. These are extensible
authentication protocol transport layer security (EAP-TLS) and the extensible authentication protocol
tunneled transport layer security (EAP-TTLS).

EAP-TLS uses the TLS public key certificate authentication mechanism within EAP to provide
mutual authentication of client to server and server to client [20]. With EAP-TLS, both the client and the
server must be assigned a digital certificate signed by a certificate authority (CA) that they both trust. The
EAP-TLS key system uses dynamic wired equivalent privacy (WEP) or temporal key integrity protocol
(TKIP) keys. EAP-TLS uses a TLS handshake as the basis for mutual authentication [20]. EAP-TTLS has
been implemented in some remote authentication dial-in user service (RADIUS) server and supplicant
software designed for use in 802.11 WLAN networks. In EAP-TLS, a TLS handshake is used to mutually
authenticate a client and server [12]. EAP-TTLS extends this authentication negotiation by using the secure
connection established by the TLS handshake to exchange additional information between client and server.
In EAP-TTLS, the TLS handshake may be mutual, or it may be one-way, in which only the server is
authenticated to the client. The secure connection established by the handshake may then be used to allow the
server to authenticate the client using existing, widely-deployed authentication infrastructures such as
RADIUS [12].

8. AUTHORIZATION

After the user has proven who they present themselves to be, the next step is to provide
authorization. Authorization is the granting of access to network resources and services, and entails
restricting internal resources from users; it also determines access control [12]. In order to provide a complete
authentication function in the wireless cloud system, three categories of an authorization sub-function have to
be implemented: establishment, operations and management. The first process is the establishment function;
that is, those related to successfully initiating the function and getting it running correctly. The second is the
operations functions, which are the ones that the authorization function performs to carry out its business
purpose. The third category is the maintenance function, which deals with keeping the authorization
operating properly.

8.1. Establishment Functions

The authorization process for the wireless cloud has to be pre-provisioned with necessary values and
information so that it can execute and deliver results. Figure 7 provides the Establishment Functions for the
Wireless Cloud Authorization process.

The first step in the authorization process is to establish the pattern of the data being received. Once
received, the provision identity (ID) credential process identifies the identity credential (e.g. PKI certificate)
for its own use, so that it can be identified and authenticated itself in the system. This may come from a
wireless identity management and/or credential management function. The protection mechanism has to
protect the information it handles, both in-transit and at-rest. This might include cryptographic key material
with which to encrypt and decrypt data. Trust anchors, with which to validate messages and signatures, have
algorithms and signature key material to provide integrity.
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Figure 7. Establishment Process

Next, the locate authoritative ID information sources discovers the location within the system of
enterprise services with which function has to interact. In addition, this sub-function discovers the location of
all authoritative sources with which the authentication function has to interact including the identification of
specific types of content for each source and the materials necessary to validate that the source of
transactions with each of these authoritative sources can be validated. The provision policies sub-function
downloads any digital policy updates and installs and updates those policy updates. Finally, the register
service makes the authorization function discoverable across the system. This should be the last
establishment sub-function to be executed.

8.2. Operations Functions

Once the authorization function is established in a wireless cloud system, it can carry out its
processing purpose. Figure 8 provides the Operations Functions for the Wireless Cloud Authentication
process. Once data is received, processing input messages come into the authorization function requesting a
particular service (e.g. authorization of an entity, authorization of the source of the message, etc.). The first
step is always for arriving messages to be processed to ensure that the message integrity is validated; that the
message can be correctly decrypted if it is encrypted; that the message source can be authorized, if required
and that the message source is authorized to send such a message. If all tests pass, the message is passed to
the main authorization function. A request to authorize an entity in the system will contain a claimed identity,
and an authorization value showing that the entity is claimed identity. Depending on the system used, the
authorization value will be a string signed or encrypted with the private key, to prove possession of the
private key.

Next, maintain the authorization status will track whether entities are currently authorized in the
system. When an entity is authorized, this sub-function enters a record in the authorization repository.
Policies dictate the parameters of the authorization (e.g. it is valid for 24 hours before re-authorization is
required; it automatically expires after 10 minutes, etc.). This sub-function keeps a registry of all current and
recently-expired authorizations and can tell other functions when a new authorization is required. Validating
data integrity determines whether any of the data contained in the message has been changed. Possible
mechanisms that can be used include cyclic redundancy checks, hashed message authentication checks, and
digital signatures.
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Figure 8. Operations Process

Authorization data source will require two steps to perform a source of authorization: (1) validating
the integrity of the data to ensure it has not changed and (2) authorizing the entity that is the purported source
of data. Calculating the assurance level calculates an assurance value for an entity authorization and passes it
back to the requestor. Authorization decisions can be stronger or weaker based on a number of factors,
including the type of authorization (e.g. two-factor authorization should be stronger than single-factor
authorization), protection provided to the authorization channel (e.g. whether it is possible that an attacker
copied a reusable authorization value, or injected a false value into the channel) and protection provided to
the authorization database (e.g. whether it is possible that an attacker removed the true authorization value
from the database and replaced it with a false one).

Finally, formulating the authorization decision takes the responses from the other sub-function and
creates a response message that can be sent to the requestor. Maintaining the authorization repository needs a
local repository for its own use, to store its policies, authorization decisions and current authorization values.
The process output message is responsible for determining the destination of a message and protecting it
according to policy (e.g. encryption, integrity protection, digital signature).

8.3. Management Functions

Management functions are performed concurrently with operations functions. Management
functions are those concerned with the health and functioning of the authorization function, rather than
performing the purpose of the authorization function. Figure 9 provides the Maintenance Functions for the
Wireless Cloud Authorization process.

As with procedures messages, all management messages must be processed to decrypt them if
necessary and to determine their integrity source and the source’s authorization. When a condition is detected
that is not considered a normal condition, an exception is deemed to have occurred. In this case, the
authorization function’s maintenance must report the exception condition (e.g. system administer); determine
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the appropriate options (e.g. rebooting the system, restarting a process); and take action to restore the
authorization function to normal operations.
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Figure 9. Management Functions

Authorization’s fault process must include provisions to identify malfunctions or failures of the
function mechanisms and resources (e.g. transport) upon which the function relies, and initiate an appropriate
means of remedying the situation while ensuring ongoing operations during the failure. The remedy may be
initiating a repair action, activation of, or cutover to some space or stand-by capability, or some combination.
When a fault has occurred, or performance has degraded below some acceptable level, a management action,
whether automated or human-in-the-loop, must be started to address the issue.

In response to requests, the report management status can report on usage, detected faults,
performance anomalies, management action status, provision status, incident status, response status and other
values. Monitoring performance monitors key performance indicators as specified in policies and reports or
takes other action when performance degradation occurs, regardless of the cause. Updating provisions is
responsible for reporting the status of and updating when necessary any of a number of key values, including
policies, configuration items, key materials, etc.

The recover from compromise sub-function responds to the determination that a compromise to the
system has occurred or suspicion that one has occurred. It includes capabilities to determine the impact of the
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compromise, identification of options for mitigating the effect of the compromise and selection and execution
of the mitigation response option. The provision metadata function initiates the discovery of metadata
schemas required to assign valid discovery and metadata values from messages generated by the
authorization function.

The report accounting (usage) sub-function maintains usage logs indicating when the authorization
function is on-line and available as well as parameters and statistics about transactions. Examples of these
parameters include the number of request transactions, specific requester and transaction requests, time of
transaction occurrence, and the amount of time required before a response is initiated. The detect auditable
event sub-function identifies the occurrence of events that specified by an audit policy. Upon detection, this
function will generate an audit log event record, which it will protect and archive internally. Based on
another input of digital policy, it will report the audit records. Finally, the back-up systems files create and
archive all information necessary to reconstitute or re-initialize the operation status of the authorization
function. Just as for operational messages, processing output messages is responsible for determining the
destination of a message and protecting it according to policy (e.g. encryption, integrity protection, digitally
signing it).

9. ACCESS CONTROL

Wireless cloud access control deals with the processes and procedures to verify that an authenticated
and authorized cloud computing/wireless grid system entity is assigned to a role (e.g. retrieve data, process
data, store data, etc.). The system entity must have the authorizations needed to use or access a system
resource and decide whether to permit access to information or execution of an operation based on wireless
cloud security policy and the operational context of the entity. The system should only permit pre-selected
entities which have access based upon a wireless cloud access control list (WCACL). A WCACL® is operated
and maintained by applications or data repositories to provide security management capabilities for wireless
cloud access control activities.

A critical feature of any access control mechanism is recording of transactions (processes
accomplished) and events (unexpected occurrences) for subsequent audit or other analysis by a system or
security management activities [29, 48, 56]. Systems implementing access control decisions points must
incorporate logging of transactions and events [62]. Systems implementing access control decision points
must ensure the integrity of their transaction and event logs both in storage and in transmission [27].
Depending upon the log content, confidentially protection may also be required for storage and transmission.
Figure 10 displays the Wireless Grid Access Control process:

Once an authenticated and authorized system entity invokes a session’, the system entity selects a
wireless cloud point-of-service (e.g. sensor network) to contact based on what task they wish to accomplish.
The entity’s identifier (e.g. PKI certificate, etc.) is securely passed to the point-of-service. The identifier
enables where the entity is physically located, the associated risk to information and any security policy
constraints or mandates associated with the location. To obtain system entity roles (and the authorizations
associated with those roles) the wireless cloud point-of-service forwards via a secure path the entity’s identity
to the wireless cloud security infrastructure.

Using the passed entity identity, the wireless cloud security infrastructure looks up the roles (and
associated authorizations) the entity has been assigned to for this particular process and returns, by secure
means, the entity’s roles (and associated authorizations) to the point-of-service. The wireless cloud security
infrastructure caches the session parameters (entity identity, roles involved, etc.) for the duration of the
functional session.

® The WCACL list would possibly include a list of authorized entities like system usernames and passwords,
provide integrity protection for this information and may provide confidentiality protection for this
information depending upon the function of the system.

" A session refers to the series of interactions between the entity and the point-of-service, plus all actions within the
enterprise resulting from the entity’s invocation of the particular point-of-service. The session ends when the entity
receives their requested products or services and then terminates interaction with the particular point-of-service.
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Figure 10. Access Control

Simultaneously, the wireless cloud policy enforcement cross checks this entity identity against the
cache of other active sessions the same entity has underway to ensure the entity is not invoking mutually
exclusive roles or triggering other policy concerns. If the additional role would cause a violation of security
policy, notification is sent to the wireless cloud point-of-service handling the offending role. In turn, the
functional portal caches the entity’s role (and authorizations) for the duration of the session and securely
forwards the system entity’s role-based authorizations when initiating interaction with any additional
organizational capabilities (e.g. applications, query services, data brokers, etc.). All requests forwarded to
these capabilities are within the entity’s role-based authorizations and restricts all information flowing back
to the system entity within the entity’s role-based authorizations. The system then notifies the wireless cloud
security infrastructure upon completion or termination of the entity’s session with the wireless cloud point-
of-service and logs all of the transactions for subsequent policy compliance audit or other analysis.

In some cases, authentication, authorization and access control could be accomplished solely by a
wireless point-of-service at the interface, allowing a system entity access only to those capabilities
specifically authorized by the entity’s role. In other cases, a combination of authentication, authorization and
access control points might be needed with multiple information brokers tailoring repository queries to
ensure only role allowable responses. An information broker interface, followed by an application review of
the aggregated information and an operational system check by the wireless cloud, will initiate the
information retrievals and forward the results through the wireless point-of-service to the entity.

To summarize, creating a wireless cloud must ensure adequate protection for information, systems
and sources. There must be flexibility in both the location and nature of the wireless cloud authentication,
authorization and access control decisions. To these ends, the wireless cloud may have to accommodate these
decisions at many locations as well as at the interfaces between the receiving organization and external
parties or other enterprises.

10. RECOMMENDATIONS

The wireless cloud system, applications or services must include a defined set of authentication,
authorization and access control options appropriate for all possible use cases and sufficiently robust enough
to ensure security policy compliance in a combined cloud computing/wireless grid environment. Alternative
approaches must be considered and evaluated during system design rather than pre- or post-deployment. In
some cases the best option will be for the wireless cloud system itself to make all authentication,
authorization and access control decisions. In other cases, the wireless cloud will need to rely on other
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systems or the information enterprise infrastructure for some or all of the required authentication,
authorization and access control processes.

Regarding the security issues addressed in this article, the following section provides some key
wireless cloud architecture recommendations that will help to make the wireless cloud a more trusted
computing platform.

10.1 Identity and Access Management Policies

Identity and access management (IAM) policies, contracts, and mechanisms must guide the process
for determining which devices (and their respective users) in the wireless grid have the ability to access
applications and/or data residing in the wireless cloud. Identity provisioning enables cloud service providers
to securely on-board and off-board cloud users in a timely manner [65]. Setting up a robust identity
provisioning platform will facilitate access management and control while enabling quick responses to
requests for service access and termination. The authentication schema chosen must work across all cloud
services, mesh with the customer's IAM schema for non-cloud services, and work on all devices connected to
the wireless cloud.

Cloud customers will have the responsibly for creating, following, and maintaining IAM practices,
policies, and procedures. The action or inaction of any one user of the wireless cloud in this key area has
implications for all users. Extending 1AM to the cloud takes careful planning and consideration of the user's
current and future internal 1AM platform. Cloud providers and wireless cloud architects must form
partnerships to establish 1AM policies, procedures, and contracts that will support the interoperable use of
cloud services across organizations within the wireless grid. Such support is needed at the SaaS, PaaS, and
laaS service model levels. Assisting customer with IAM planning is likely to send a message to potential
customers and current skeptics that providers are focused on security and privacy and are willing to play a
part in protecting the services they provide against unauthorized access. Wireless cloud architects and cloud
provider collaborations could potentially lead to the establishment of authoritative guidance on issues, such
as IAM, as it relates to both the wireless cloud and cloud computing in general which would also lead to
greater trust in this computing paradigm.

10.2 Encryption, Key Management and Cryptographic Inclusion

Some of the biggest fears that potential customers have related to cloud computing are data
malicious alteration or deletion of data and files, data theft, and data loss and interception by unintended
parties. In multi-tenant virtualized cloud environments, where data is managed by a third party, there is
always a need to protect confidential data. In a wireless environment, the information that is communicated
and passed between network nodes travels across standard radio frequencies that are vulnerable to being
tapped by unintended third parties. Authentication and encryption has to work together to prevent
eavesdropping as data moves across wireless networks and to make sure that sensitive information is
transmitted across a legitimate network. In addition to protecting data already in the wireless cloud,
customers need assurance that their credit card numbers, passwords, individual user identity, and cloud
service identity information will remain secure while traveling over the Internet and between the grid and the
cloud, or sitting at-rest on devices connected to the grid. Encryption and key management will be
implemented by wireless cloud architects using the technologies and standards described earlier.

Cryptography uses mathematics to code and decode digital information, transactions, and digital
computations [30]. By implementing cryptography in the cloud, providers can protect grid wireless
organizations from malicious co-tenants and exploitable processes in the cloud by scrambling data so that it
cannot be understood by unintended parties. Providers should offer encryption tools to laaS customers that
allow them to both encrypt data before sending it to the cloud for storage and decrypt data once it is retrieved
from storage and back on the customer's premises. PaaS offerings should include standard tools to protect
data at-rest and/or in memory. SaaS customers should be told upfront that the provider alone has the ability to
encrypt data at-rest in the cloud [65].

Encryption service and support should be offered at the SaaS level to wireless cloud users without
having to ask for it. In addition, cloud providers should do everything possible to support robust key
management schemes where key stores are secure and keys in storage, in transit, and in backup cannot be
intercepted or stolen by unintended parties. Key stores inside the cloud should be managed in such a way that
access to individual keys is limited to the entities that legitimately need them. Also, the roles of entities that
use keys should be kept separate from the roles of entities that store them. Along with key storage policies,
cloud service providers should have strong key generation and destruction policies as well as secure key
backup and recovery capabilities.

It is undeniable that data security vulnerabilities are magnified when wireless grids are layered on
top of cloud services and a robust solution to deal with these vulnerabilities is needed. However, making
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sure that data is of no use to unintended parties goes a long way in mollifying the impact of a data breach in
the wireless cloud if it does occur. Until the cloud industry is able to come up with standards and end-to-end
technology solutions that protect data at-rest, in-use, and in-transit, wireless cloud architects and cloud
providers should work together to build and maintain robust key management and encryption policies and
practices.

10.3 Provenance

Increased data and service transparency in the cloud is another impediment to widespread cloud
adoption. Many potential customers are reluctant to utilize the cloud because of the downside of rapid service
provisioning: the inability of cloud providers to provide detailed information about data (e.g. movement,
geographical storage location, multi-tenant/co-location information, etc.), which wireless cloud
administrators will need in order to meet certain audit requirements. Provenance is a first step in that
direction. Provenance is metadata that describes the origins of a digital object [47]. Service providers can use
provenance to detect access patterns and unusual behavior as well as to improve offerings. Wireless cloud
administrators and users can utilize provenance to keep track of data, comply with audit
standards/requirements, and to search through data even when it is encrypted. Commercial cloud providers,
such as Amazon, Microsoft, and Nirvanix, provide some ability for customers to create, store, and retrieve
provenance metadata from their own host devices. However, these providers are unable to automatically
generate and store provenance data [47]. The responsibility for doing so belongs to the user of the cloud
services. In order to make use of the provenance, wireless cloud organizations must subscribe to the cloud
providers database service so that provenance information generated by devices connected to the cloud can
be stored. The organization can then use either client software or a software application built on top of the
provider's database service to search through provenance data.

Provenance in the cloud is still under research and currently has some limitations. Unresolved
questions related to the use of provenance include how to prevent users from providing false provenance,
how to protect provenance from forgery or destruction, how to ensure data provenance consistency with the
object it describes, and how to properly retain provenance (e.g., when the data object it describes no longer
exists or is connected to unrelated objects [47]. As researchers, cloud providers, and consumers of cloud
services work together to answer these questions the true potential of provenance is still unknown. The
wireless cloud stands as a new use case for cloud computing and may introduce new issues related to the use
of provenance in a distributed wireless environment. Wireless cloud architects should join the discussions
around provenance and the potential benefits and challenges of using it in the wireless cloud.

10.4 Addressing Privacy During the Development/Selection of Wireless Cloud Services

As it stands, many see privacy as more of an afterthought than forethought in the minds of cloud
providers and software developers that design cloud services. For some major commercial providers, such as
Google, cloud computing started out as a way to leverage and monetize excess capacity in data centers. In
doing so these providers paid less attention to privacy and security and more attention to producing a
marketable service offering when the cloud computing paradigm first developed. Currently, researchers such
as Pearson [55], are pointing out the fallacy in that approach by saying that privacy should be taken into
account during the development stage of new offerings.

According to Pearson [55], cloud service developers have a responsibility to follow design and
development practices that avoid basic design and implementation flaws that can later lead to privacy
violations. These practices include the following: (1) designing services that keep the amount of personal
information sent to and stored in the cloud to a minimum; (2) giving users maximum control over who and
under what circumstances personal data in the cloud can be accessed, managed, and changed; (3) providing a
means for providers to make certain that personal data is being handled according to user specifications; and
(4) providing feedback to customers and users on how personal data is being used and protected. Wireless
cloud architects must serve as liaisons between cloud service providers and wireless grid organizations when
it comes to privacy, particularly when the wireless cloud is being developed.

The privacy measures embedded in the wireless cloud should be seamless, complementary, and
comprehensive. Wireless cloud architects must be sure to design interfaces between the provider and the grid
environments that monitor the movement of data from and to the cloud as well as make use of any
information the provider can or will one day be able to give concerning the use and protection of
personal/confidential data in the cloud. Also, when choosing services from a cloud service provider wireless
grid organizations should discuss privacy expectations with service providers. Rather than assume that data
privacy is guaranteed by the service provider the organization must be diligent about understanding what the
provider is and is not responsible for and what can be done by the adopting organization to ensure the privacy
of wireless cloud user data.
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11. CONCLUSION

This article discussed the implications for developing a wireless cloud and potential security threats
from this architectural construct. It identified some of the academic literature around cloud computing and
wireless grids, reviewed a conceptual model of a wireless cloud architecture, identified potential
vulnerabilities in the wireless cloud, identified a proposed security solution for the wireless cloud and briefly
discussed authorization policy issues and developed a generic authentication/authorization process pertaining
to its security architecture. The use of a cloud computing and wireless grid integration for creating the
wireless cloud should only exist in the context of clear business values and technical fit, including adherence
to defined security and privacy standards.

The move to a wireless cloud architecture could potentially meet the business needs and service
expectations of business users. This new platform could one day become a cost-effective solution, leading to
a positive return on investment (ROI) for organizations. As part of an organizations transition to a wireless
cloud environment, it will be important that organizations evaluate the potential cost-effectiveness to ensure
that their IT funds are used wisely and to comply with management requirements. The positive ROI will
likely be derived from reduced operational costs resulting from shared infrastructure and resources (e.g.,
hardware and software costs, staff resource costs, etc). This aspect of the wireless cloud solution will require
further research. Critical to the success of transitioning to a wireless cloud is the requirement for cloud
providers to ensure the continuum of data protection for their customers. Cloud providers must investigate
new data-protection mechanisms to secure data privacy, resource security, and content copyrights [14].
Wireless cloud customers will face unique challenges not only in satisfying security imperatives, but also
privacy imperatives. Privacy in the wireless cloud considers the individual’s contractual and statutory rights
to control his or her own information, including decisions about submitting, using, disclosing, and protecting
the data.

Wireless cloud customers must realize that using a wireless cloud will change how they define their
system security boundaries. For example, how can they know that the integrity and confidentiality of their
data is sufficiently protected? Data protection mechanisms need to be re-evaluated in the customer’s own
security strategy and the wireless cloud provider’s architecture, to ensure that adequate self-protection of data
(i.e., building protection into the data itself using cryptographic techniques), event and violation auditing and
logging, disclosure/non-disclosure policies and reporting, etc., are all included. Cloud customers must
understand that their data protection needs will need to be addressed at the information security level to
ensure their cloud-based data processing, storage, and transmission systems and applications operate as
effectively and efficiently as do their counterparts in traditional computing environments. This is especially
true for ensuring the continuity of critical processes and operations.

Despite the challenges a wireless cloud introduces, none of the security requirements identified
within this article are entirely new. Further research on wireless cloud security will help reduce risks, but it
must be combined with security architecture, policy, governance, risk management, and risk mitigation.
Successful, secure migration to a wireless cloud will require understanding cloud and wireless grid
technologies and evolving government policies to adopt a comprehensive transition methodology and more
collaboration between the cloud providers, wireless grid experts, community partners, and wireless
networking security experts.

Critical to the success of a wireless cloud will be the ability to explore the possibly of a cloud
computing and wireless grid integration. Future research areas around leveraging this type of architecture
include addressing the following:

e How does threat exposure change when using a wireless cloud?

e How are the security responsibilities divided between cloud providers and wireless grid
developers?

e What properties of a wireless cloud cause major security challenges?

e What properties of a wireless cloud result in major security advantages?

e What are the security controls I should expect to see in a wireless cloud?

For confidence in a wireless cloud implementation, the need to have sufficient visibility to see who
was doing what and how across the infrastructure is paramount. This means the use of governance, or the
ability to monitor, manage, and control, all aspects of the architecture, including the ability to trace issues
with security down to the sources of the problems. Understanding that a wireless cloud architecture creates
risks and requires a rethinking—but not reinvention—of security controls and architecture. However, with some
forethought and planning, a wireless cloud computing-based system can be just as secure, if not more secure,
as a traditional wired system.
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